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SUMMARY

As society and technology becomes increasingly interconnected, so does the threat
landscape. Once isolated threats now pose serious concerns to highly interdependent sys-
tems, highlighting the fundamental need for robust machine learning. This dissertation con-
tributes novetools algorithms databasesndmodels—through the lens of robust machine
learning—in a research effort to solve large-scale societal problems affecting millions of
people in the areas of cybersecurity and healthcare.

(1) Tools: We develop TIGER, the rst comprehensive graph robustness toolbox; and our
ROBUSTNESSSURVEY identi es critical yet missing areas of graph robustness research.

(2) Algorithms: Our survey and toolbox reveal existing work has overlooked lateral attacks
on computer authentication networks. We develgiMDthe rst algorithmic framework

to quantify and mitigate network vulnerability to lateral attacks by modeling lateral attack
movement from a graph theoretic perspective.

(3) Databases: To prevent lateral attacks altogether, we developLMET-GRAPH, the
worlds largest cybersecurity graph database—containing &M graphs acros$96
classes—and show the rst large-scale results demonstrating the effectiveness of mal-
ware detection through a graph medium. We extend. MET-GRAPH by constructing the
largest binary-image cybersecurity database—contaihizlg images, 133 more images

than the only other public database—enabling new discoveries in malware detection and
classi cation research restricted to a few industry labA(MWET-1MAGE).

(4) Models: To protect systems from adversarial attacks, we develeplisk, the rst

model that ags semantic incoherence in computer vision systems, vdatdctsup to
96.75% of attacks, andlefendghe model by correctly classifying up &3% of attacks.
Inspired by LINMASK's ability to protect computer visions systems from adversarial attack,
we develop REST, which creates noise robust models through a novel combination of
adversarial training spectral regularizatiorand sparsity regularization In the presence

of noise, our method improves state-of-the-art sleep stage scoringly-allowing us to
diagnose sleep disorders earlier on and in the home environment—while 18sinigss
parameters antl5 less MFLOPS.

Our work has made signi cantimpact to industry and society: theVlAsk framework
laid the foundation for a multi-million dollar DARPA GARD award; the TIGER toolbox
for graph robustness analysis is a part of the Nvidia Data Science Teaching Kit, available to
educators around the world; we releasedMIET, the world's largest graph classi cation
database with 1.2M graphs; and théNDframework has had major impact to Microsoft
products, inspiring changes to the product's approach to lateral attack detection.
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CHAPTER 1
INTRODUCTION

While the advancing era of web connected devices has resulted in many technological
breakthroughs, the interconnected nature of these devices has created a demand for robust
machine learning that is resilient to both natural threats and targeted actors. In its recent
2020 report, the U.S. National Science and Technology Council wrote a report [1] outlined
how Al is changing the landscape of cyber warfare, detailing how cyber systems will auto-
matically carry out attacks and defend cyberspace with the assistance of human-in-the-loop
operators. Through my diverse research experience at government research laboratories,
private defense contractors, Microsoft's Advanced Threat Protection team, and Amazon's
Fraud Detection and Risk Transaction team, it is clear that arti cial intelligence is trans-
forming cybersecurity and healthcare across the public and private sector. The question is,
how do we robustify arti cial intelligence to defend against this vast threat landscape? This
thesis advances the state-of-the-art through the development of robust models, algorithms,
databases and tools to solve large-scale societal problems in cybersecurity and healthcare,
by addressing real-world problems affecting millions of people. The publications and work
from this research are listed in Table 1.1

1.1 Thesis Overview

We provide an overview of the thesis, listing the problems we address and presenting a
summary of our contributions. Our research groups into four interrelated topics, which
form the main thrusts of the thesis.

1.1.1 Partl: Robust Tools

Attack campaigns from criminal organizations and nation state actors are quickly becom-
ing one of the most powerful forms of disruption. In 2016 alone, malicious cyber activity
cost the U.S. economy between $57 and $109 billion [2]. These cyber-attacks are often
highly sophisticated, targeting governments and large-scale enterprises to interrupt critical
services and steal intellectual property [3]. This has led to a rallying cry for new cyberse-
curity defense systems that can democratize cybersecurity knowledge and tools have been
scattered across are disparate technical elds, or in the possession of a few industry labs.

Graph Vulnerability and Robustness: A Survey (Chapter 2). We present a survey on



Part I: Robust Tools

Graph Vulnerability and Robustness: A Survey. Scott Freitas, Diyi Yang, Srijan Kumatr,
Hanghang Tong, Duen Horng ChafUnder review] IEEE Transactions on Knowledge
and Data Engineering (TKDE), 2021https://arxiv.org/pdf/2105.00419.pdf
(Chapter 2)

Evaluating Graph Vulnerability and Robustness using TIGER. Scott Freitas, Diyi Yang,
Srijan Kumar, Hanghang Tong, Duen Horng Chafd\CM International Conference on
Information and Knowledge Management (CIKM), 202iktps://arxiv.org/abs/

2006.05648 (Chapter 3)

Part Il: Robust Algorithms

D?M: Dynamic Defense and Modeling of Adversarial Movement in Networks. Scott
Freitas, Andrew Wicker, Duen Horng Chau, Joshua N&iAM International Conference
on Data Mining (SDM), 2020nttps://arxiv.org/abs/2001.11108 (Chapter 4)

Part Ill: Robust Databases

A Large-Scale Database for Graph Representation Learning. Scott Freitas, Yuxiao
Dong, Joshua Neil, Duen Horng Chatleural Information Processing Systems (NIPS)
Datasets and Benchmarks, 202idtps://arxiv.org/abs/2011.07682 (Chapter 5)

A Large-Scale Image Database of Malicious Software. Scott Freitas, Rahul Duggal,
Duen Horng Chau[Submitting to] Knowledge Discovery and Data Mining (KDD), 2022.
https://arxiv.org/abs/2102.01072 (Chapter 6)

Part IV: Robust Models

UnMask: Adversarial Detection and Defense Through Robust Feature Alignment. Scott
Freitas, Shang-Tse Chen, Zijie J. Wang, Duen Horng CHzieE International Conference
on Big Data (Big Data), 2020nttps://arxiv.org/abs/2002.09576 (Chapter 7)

REST: Robust and Ef cient Neural Networks for Sleep Monitoring in the Wild. Rahul
Duggal*, Scott Freitas*, Cao Xiao, Duen Horng Chau, Jimeng S#moceedings of
The Web Conference (WWW), 2020Both authors contributed equally to this research.
https://arxiv.org/abs/2001.11363 (Chapter 8)

Table 1.1: The publications mapped to the thesis outline.



Figure 1.1: A visual overview of the robustness work surveyed.

the role of network robustness as a critical tool in the characterization and understanding
of complex interconnected systems such as infrastructure, communication and social net-
works. We nd that answers to key robustness questions are currently scattered across
multiple scienti ¢ elds and numerous papers. In this survey, we distill key ndings across
numerous domains and provide researchers crucial access to important information by—(1)
summarizing and comparing recent and classical graph robustness measures; (2) exploring
which robustness measures are most applicable to different categories of networks (e.g.,
social, infrastructure); (3) reviewing common network attack strategies, and summarizing
which attacks are most effective across different network topologies; and (4) extensive dis-
cussion on selecting defense techniques to mitigate attacks across a variety of networks
(see Figure 1.1 for a visual overview). This survey guides researchers and practitioners in
navigating the expansive eld of network robustness, while summarizing answers to key
guestions.

Evaluating Graph Vulnerability and Robustness using TIGER (Chapter 3). Having
extensively surveyed the eld of graph vulnerability and robustness, we nd that the cross-
disciplinary nature of graph robustness research often means that important discoveries
made in one eld are not quickly disseminated to others, hindering reproducibility and ex-
amination of existing work, development of new research, and dissemination of new ideas.
Unfortunately, no comprehensive open-source toolbox currently exists to assist researchers
and practitioners in this important topic. We believe a uni ed and easy-to-use software
framework is key to standardizing the study of network robustness, helping accelerate re-
producible research and dissemination of ideas. Through analyzing and understanding the
robustness of these networks we can: (1) quantify network vulnerability and robustness,
(2) augment a network’s structure to resist attacks and recover from failure, and (3) con-
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Figure 1.2: TIGER provides a number of important tools for graph vulnerability and robustness
research, including graph robustness measures, attack strategies, defense techniques and simulation
models. Here, a TIGER user is visualizing a computer virus simulation that follows the SIS infec-
tion model (effective strength = 3:21) on theOregon-1 Autonomous Systeratwork [4]. Top:
defending only 5 nodes witRetshield5], the number of infected entities is reduced to nearly zero.
Bottom: without any defense, the virus remains endemic.

trol the dissemination of entities on the network (e.g., viruses, propaganda). We contribute
TIGER, an open-sourced Python toolbox to address these challenges. TIGER contains 22
graph robustness measures with both original and fast approximate versions; 17 failure and
attack strategies; 15 heuristic and optimization based defense techniques; and 4 simulation
tools (see Figure 1.2 for one type of simulation and defense tool available in TIGER).
By democratizing the tools required to study network robustness, our goal is to assist re-
searchers and practitioners in analyzing their own networks; and facilitate the development
of new research in the eld.

1.1.2 Part II: Algorithms

Through our survey and the development of the TIGER toolbox, we nd that network
robustness research primarily focuses on the development of algorithms to study social
networks and infrastructure networks, but fails to address important issues in the domain



Figure 1.3: D?M framework: 1. Builds an authentication graph from device authentication history;
2. Allows security analysts to test different attack strategies to study network vulneraBility;
Identi es at-risk machines to monitor, preempting lateral attacks.

of cybersecurity. In particular, as a rst step we chose to address this problem by study-
ing robustness of authentication graphs in enterprise networks to lateral attedks (D
Working with researchers, engineers and threat hunters in the Microsoft Advanced Threat
Protection (ATP) group, we developedd, the rst graph-theoretic framework that sys-
tematically quanti es network vulnerability to lateral attack and identi es at-risk devices
(see Figure 1.3). This is a high impact problem, since once an attacker has compromised a
single credential for an enterprise machine, the whole network becomes vulnerable to lat-
eral attack movements [6], allowing the adversary to eventually gain control of the network
(i.e., escalating privileges via credential stealing [7]).

D?M: Dynamic Defense and Modeling of Adversarial Movement in Networks (Chap-

ter 4). Our survey and toolbox reveal existing work has overlooked lateral attacks on
computer authentication networks. We develdfM , the rst algorithmic framework to
guantify and mitigate network vulnerability to lateral attacks by modeling lateral attack
movement from a graph theoretic perspective. We formulate a novel Monte-Carlo method
that calculates network robustness to lateral attacks as a probabilistic function of the net-
work topology, and then develop a suite of ve fast graph mining techniques to identify
enterprise machines at risk to lateral attacks. Despite the prevalence of lateral attacks, ob-
serving and analyzing them is challenging for multiple reasons: (1) lateral attacks are still
relatively sparse compared to the unsuccessful attack; (2) attack ground-truth is hard to
ascertain, and generally partially uncovered through investigation; and (3) due to the fact
that the adversary already has a valid credential for the network, attackers can operate as a
legitimate user. While real attack data does exist—due to the above challenges, it is rarely
fully visible, or accessible, making the study of a “complete” attack highly problematic.
DM has led to major impact to the Microsoft Defender Advanced Threat Protection prod-
uct, inspiring changes to the product's approach to detect and prevent lateral movement,
well known as one of the most challenging areas of post-breach detection.



1.1.3 Part lll: Databases

To prevent lateral attacks altogether (Part 1.1.2), we create two new cybersecurity databases
to enable the development of next-generation malware detection models. We develop the
worlds largest cybersecurity graph database—containinglo®erillion graphs acros696
classes—and show the rst large-scale results demonstrating the effectiveness of malware
detection through a graph medium AMNET-GRAPH). We then expand upon M. NET-

GRAPH by constructing the largest binary-image cybersecurity database—contaifing
million images, 24 more images than the only other public database—enabling new dis-
coveries in malware detection and classi cation research previously restricted to a few
industry labs (M\LNET-IMAGE).

A Large-Scale Database for Graph Representation Learning (Chapter 5)A majority
of malware samples agglymorphicin nature, meaning that subtle source code changes
in the original malware variant can result in signi cantly different compiled code (e.qg.,
instruction reordering, branch inversion, register allocation) [8, 9]. Cybercriminals fre-
guently take advantage of this to evade signature based detection, a predominant form of
malware detection [10]. Fortunately, these subtle source code changes have minimal ef-
fect on the control ow of the executable, which can be represented witimetion call
graph Research has demonstrated that function call graphs (FCGs) can effectively defeat
the polymorphic nature of malware through techniques like graph matching [11, 12, 13, 14,
15] and representation learning [16, 17].

Unfortunately, no large-scale FCG datasets have been made publicly available largely
due to the proprietary nature of the data. We introduee. MET-GRAPH, the largest public
graph representation learning database ever constructed, representing a large-scale ontol-
ogy of software function call graphs. ML NET-GRAPH contains over 1.2 million graphs,
averaging over 17k nodes and 39k edges per graph, across a hierarchy of 47 types and
696 families. Compared to the only other public FCG database [18}, NET-GRAPH
offers 927 more graphs, 22 larger graphs on average, and 3481ore classes (see Fig-
ure 1.4 for a comparison of graph representation learning databases). We provide a de-
tailed analysis of ML NET-GRAPH, discussing its properties and provenance, along with
the evaluation of state-of-the-art machine learning and graph neural network techniques.
The unprecedented scale and diversity oAINNET-GRAPH offers exciting opportunities
to advance the frontiers of cybersecurity through graph representation learning—enabling
new discoveries and research into imbalanced classi cation, explainability and the impact
of class hardness.

A Large-Scale Image Database of Malicious Software. (Chapter 6)Computer vision



Figure 1.4: MALNET-GRAPH: Advancing State-of-the-Art Graph DatabasesalNNET-GRAPH
containsl; 262 024 function call graphs averaging7; 242 nodes and39; 043 edges per graph,
across a hierarchy @7 types ands96families of malware.

is playing an increasingly important role in automated malware detection with the rise of
the image-based binary representation. These binary images are fast to generate, require
no feature engineering, and are resilient to popular obfuscation methods. Signi cant re-
search has been conducted in this area, however, it has been restricted to small-scale or
private datasets that only a few industry labs and research teams have access to. This lack
of availability hinders examination of existing work, development of new research, and dis-
semination of ideas. We releaseaMNET-IMAGE, thelargest public cybersecurity image
database offering24 more imagesand70 more classeshan existing databases (avail-

able athttps://mal-net.org ). MALNET-IMAGE contains over 1.2 million malware
images—across 47 types and 696 families—democratizing image-based malware capabil-
ities by enabling researchers and practitioners to evaluate techniques that were previously
reported in propriety settings. We report the rst million-scale malware detection results
on binary images. ML NET-IMAGE unlocks new and unique opportunities to advance the
frontiers of machine learning, enabling new research directions into vision-based cyber
defenses, multi-class imbalanced classi cation, and interpretable security.

1.1.4 Part IV: Robust Models

Deep learning has seen rapid development in the elds of cybersecurity and healthcare due
to its state-of-the-art performance on a wide range of challenging tasks. However, these



highly advanced architectures are vulnerable to adversarial manipulation, resulting in a va-
riety of system failures. Our research tackles two high-impact societal problems in cyberse-
curity and healthcare affecting millions of liveghrough the lens of robust deep learning
models—including: (1) the protection of computer vision systems, such as those on self
driving cars, by creating robust models that closely align the human visual perception and
cognition system with that of machine intelligenceNMAsK); and (2) the development

of noise robust deep learning models, which allows us to detect sleep disorders at an earlier
stage in the comfort of their own home (REST). ThroughNUask, where we developed
deep learning models to identify robust features in image data, we apply this idea to the
healthcare setting where we develop models that target robust signal information in EEG
data to enable noise robust sleep monitoring.

UnMask: Adversarial Detection and Defense Through Robust Feature Alignment
(Chapter 7). To protect computer vision systems from adversarial attack, such as those on
self driving cars, we have developediM AsK, an adversarial detection and defense frame-
work. UNMAskK combats adversarial attacks through semantic coherence alignment—
extracting robust features (e.g., beak, wings, eyes) from an image (e.g., “bird”) and aligning
them with the expected classi cation features. For example, if the extracted features for a
“bird” image arewhee| saddleandframe the model may be under attack (see Figure 1.5).
UNMASK detects such attacks and defends the model by rectifying the misclassi cation,
re-classifying the image based on its robust features. Our extensive evaluation shows that
UNMASK detectsup to 96.75% of attacks, arkfendghe model by correctly classifying

up to 93% of adversarial images produced by the current strongest attack, Projected Gra-
dient Descent, in the gray-box setting.NM ASK provides signi cantly better protection

than adversarial training across 8 attack vectors, averaging 31.18% higher accuracy.

REST: Robust and Ef cient Neural Networks for Sleep Monitoring in the Wild (Chap-

ter 8). As many as 70 million Americans suffer from sleep disorders that affects their daily
functioning, long-term health and longevity. The long-term effects of sleep deprivation
and sleep disorders include an increased risk of hypertension, diabetes, obesity, depres-
sion, heart attack, and stroke [19]. The cost of undiagnosed sleep apnea alone is estimated
to exceedl00 billion in the US [20]. To combat this, signi cant attention has been de-
voted towards integrating deep learning technologies in the healthcare domain. However,
to safely and practically deploy deep learning models for home health monitoring, two
signi cant challenges must be addressed: the models should be (1) robust against noise;
and (2) compact and energy-ef cient. We propose REST, a new method that simultane-
ously tackles both issues via jlversarial trainingand controlling the Lipschitz constant

of the neural network througbpectral regularizationwhile 2) enabling neural network
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Figure 1.5: UNMASK combats adversarial attacks (in red) through extraatibgst featuregrom
an image (“Bicycle” at top), and comparing them to expected features of the classi cation (“Bird”
at bottom) from the unprotected model. Low feature overlap signals an attack.

Figure 1.6: REST Overview: (from left) When a noisy EEG signal belonging to the REM (rapid
eye movement) sleep stage enters a traditional neural network which is vulnerable to noise, it gets
wrongly classi ed as a Wake sleep stage. On the other hand, the same signal is correctly classi ed as
the REM sleep stage by the REST model which is both robust and sparse. (From right) REST is a
three step process involving (1) training the model with adversarial training, spectral regularization
and sparsity regularization (2) pruning the model and (3) re-training the compact model.

compression througsparsity regularizatior(see Figure 1.6). We demonstrate that REST
produces highly-robust and ef cient models that substantially outperform the original full-
sized models in the presence of noise. For the sleep staging task over single-channel elec-
troencephalogram (EEG), the REST model achieves a macro-F1 score of 0.67 vs. 0.39
achieved by a state-of-the-art model in the presence of Gaussian noise while olt8ining
parameter reduction arcb  MFLOPS reduction on two large, real-world EEG datasets.

By deploying these models to an Android application on a smartphone, we quantitatively
observe that REST allows models to achieve upTo energy reduction anél faster
inference.



1.2 Thesis Statement

To address large-scale societal problems in cybersecurity and healtheargh the lens
of robust machine learninigy developing:

1. toolsthat guide and assist researchers in navigating the complex eld of graph ro-
bustness;

2. algorithmsthat quantify network vulnerability to lateral attack and guide enterprise
system defense resource allocation;

3. databaseghat enable the development of next-generation strong cybersecurity de-
fenses;

4. modelsthat are robust to noise and adversarial manipulation, helping guard against
surprise attacks and catastrophic failure.

1.3 Research Contributions

New graph algorithms and deep learning models.

« We construct BM, the rst graph theoretic framework that systematically quanti es
network vulnerability to lateral attack and identi es at-risk devices (Chapter 4).

* We develop REST, the rst noise-robust and ef cient deep learning model designed
for at-home sleep monitoring by endowing models with noise robustness through
(1) adversarial trainingand (2)spectral regularizationand promoting energy and
computational ef ciency by enabling compression throughq@arsity regulariza-
tion (Chapter 8).

» We contribute WIMASK, the rst deep learning framework using semantic coherence
to detect and defeat adversarial attacks by quantifying the similarity between the im-
age's extracted features with the expected features of its predicted class (Chapter 7).

Large-Scale Databases.

» We introduce M\L NET-GRAPH, the largest public graph database ever constructed,
representing a large-scale ontology of software function call grapha.L N T-
GRAPH contains over 1.2 million graphs, averaging over 17k nodes and 39k edges
per graph, across a hierarchy of 47 types and 696 families. Compared to the popu-
lar REDDIT-12K database, ML NET-GRAPH offers 105 more graphs, 44 larger
graphs on average, and 63nore classes (Chapter 5).
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* We introduce M\LNET-IMAGE, the largest publicly available cybersecurity image
database, offering 24 more images and 70more classes than existing databases.
The scale and diversity of M. NET-IMAGE unlocks new and exciting cybersecu-
rity opportunities to the computer vision community—democratizing image-based
malware capabilities by enabling researchers and practitioners to evaluate techniques
that were previously reported in propriety settings. (Chapter 6).

Open source tools and knowledge repositories.

1.4

» We contribute TIGER, the rst open-sourced Python toolbox for graph vulnerability
and robustness analysis. TIGER contains 22 graph robustness measures with both
original and fast approximate versions; 17 failure and attack strategies; 15 heuristic
and optimization based defense techniques; and 4 simulation tools (Chapter 3).

» We distill key ndings across numerous graph vulnerability and robustness domains
in the form of a survey paper, providing researchers access to crucial knowledge by—
(1) summarizing recent and classical graph robustness measures; (2) exploring which
robustness measures are most applicable to different domains (e.g., social, infrastruc-
ture); (3) reviewing attack strategy effectiveness across network topologies; and (4)
extensive discussion on selecting defense techniques to mitigate attacks (Chapter 2).

Impact

« D?M (Chapter 4) has led to major impact to tMicrosoft Defender Advanced

Threat Protection product, inspiring changes to the product's approach to detect
and prevent lateral movement, well known as one of the most challenging areas of
post-breach detection.

» TIGER (Chapter 3) has been integrated into Nhadia Data Science Teaching

Kit available to educators across the world; and Georgia Tech's Data and Visual
Analytics class with over 1,000 students.

* UNMASK (Chapter 7) helped win multi-million dollar DARPA GARD (Guaran-

teeing Al Robustness against Deception) grant.

* MALNET-GRAPH (Chapter 5) represents terlds largest graph representation

learning database enabling new research and discoveries into imbalanced classi -
cation, explainability and the impact of class hardness.

* MALNET-IMAGE (Chapter 6) is thavorlds largest binary-image database un-

locking new and unique opportunities to advance the frontiers of vision-based cyber
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defenses, multi-class imbalanced classi cation, and interpretable security.

» Our innovations in graph mining, deep learning, cybersecurity and healthcare were
recognized and invested in by #M PhD Fellowship, a Raytheon Fellowship
and anNSF Graduate Research FellowshigGRFP).
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Overview

We begin by surveying the eld of graph vulnerability and robustness, highlighting its long
and diverse history by thoroughly summarizing the state-of-the-art by analyzingbver
papers and their contributions to the eld. Our goal is to guide researchers and practitioners
in navigating the expansive eld of network robustness, while summarizing answers to key
guestions. Clicking on the link below will open its PDF version in the browser:

Chapter 2: Graph Vulnerability and Robustness: A Survey. Scott Fre-
itas, Diyi Yang, Srijan Kumar, Hanghang Tong, Duen Horng Chau. [Under
Review] IEEE Transactions on Knowledge and Data Engineering (TKDE).
Online, 2021 https://arxiv.org/pdf/2105.00419.pdf

Through the survey, we nd that no comprehensive open-source toolbox currently exists
to assist researchers and practitioners in this important topic. This lack of available tools
hinders reproducibility and examination of existing work, development of new research,
and dissemination of new ideas. To address this, we develop TIGER, the rst open-sourced
Python toolbox for evaluating network vulnerability and robustness of graphs. TIGER con-
tains22 graph robustness measures with both original and fast approximate versions when
possible;17 failure and attack mechanisms5 heuristic and optimization based defense
techniques; and simulation tools. Clicking on the link below will open its PDF version in
the browser:

Chapter 3: Evaluating Graph Vulnerability and Robustness using TIGER
Scott Freitas, Diyi Yang, Srijan Kumar, Hanghang Tong, Duen Horng Chau.
ACM International Conference on Information and Knowledge Management
(CIKM). Online, 2021 https://arxiv.org/abs/2006.05648
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CHAPTER 2
GRAPH VULNERABILITY AND ROBUSTNESS: A SURVEY

The study of network robustness is a critical tool in the characterization and sense making
of complex interconnected systems such as infrastructure, communication and social net-
works. While signi cant research has been conducted in these areas, gaps in the surveying
literature still exist. Answers to key questions are currently scattered across multiple sci-
enti ¢ elds and numerous papers. In this survey, we distill key ndings across numerous
domains and provide researchers crucial access to important information by—(1) summa-
rizing and comparing recent and classical graph robustness measures; (2) exploring which
robustness measures are most applicable to different categories of networks (e.g., social,
infrastructure); (3) reviewing common network attack strategies, and summarizing which
attacks are most effective across different network topologies; and (4) extensive discus-
sion on selecting defense techniques to mitigate attacks across a variety of networks. This
survey guides researchers and practitioners in navigating the expansive eld of network
robustness, while summarizing answers to key questions. We conclude by highlighting
current research directions and open problems.

2.1 Introduction

There are three fundamental tasks in the study of network robustness: (i) development of
measures to quantify network robustness, (ii) identi cation of network attack mechanisms,
and (iii) construction of defensive techniques to resist network failures and recover from
attacks. First mentioned as early as the 1970's [21], network robustness has a rich and
storied history spanning numerous elds of engineering and science [22, 23, 5, 24]. This
diversity of research has generated a variety of unique perspectives, providing fresh insight
into challenging problems, while equipping researchers with fundamental knowledge for
their investigations. While the elds of study may be diverse, they are linked by a common
de nition of network robustness [25, 26, 23]:

Robustness is a measure of a network’s ability to continue functioning when part of the
network is either naturally damaged or targeted for attack

To provide some intuition for this de nition, we consider an example of a power grid
network that is susceptible to botiatural failures andargetedattacks. A natural failure
happens when single power substation fails due to erosion of parts or natural disasters.
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However, when one substation fails, additional load is routed to alternative substations,
which can causeascading failures Not all failures originate from natural causes, some
come fromtargetedattacks, such as enemy states hacking into the grid to sabotage key
equipment to maximally damage the operations of the electrical grid. Through analyzing
and understanding the robustness of these networks, we can mitigate damage from both
natural failures and targeted attacks, and in some cases, prevent it altogether.

Unfortunately, the nature of cross-disciplinary research also comes with signi cant
challenges. Oftentimes important discoveries made in one eld are not quickly dissemi-
nated, leading to missed innovation opportunities. In this survey, our goal is to distill key
research questions raised in prior related research [26], that if addressed effectively, will as-
sist readers in understanding the complex interconnections of this topic, and accelerate the
dissemination of ideas. Speci cally, we analyze and compare numerous classical and mod-
ern robustness techniques—addressing a crucial gap in the survey literature, and helping
set the stage for future work to be built upon.

2.1.1 Contributions

We distill and summarize critical topics found in the literature of network robustness through
contributions C1-C5.

C1l. Summary & Comparison of Robustness Measureg/e summarize 18 modern and
classic network robustness measures, along with how each meakukedo the evalua-

tion of graph vulnerability and robustness. We then compare robustness measures through
a set of desired robustness measure properties, called axioms, which we identi ed through-
out the literature. Each axiom captures a different property of network robustness, such
as the ability to identify alternative pathways (e.g., account for multiple routes between
power substations). Our goal is providing researchers a set of tools to objectively compare
robustness measures for use in their own applications.

C2. Exploration of Robustness Measure ApplicationdNot all robustness measures are
equally applicable to every category of network data. For example, the graph clustering
coef cient is important to the study of social networks since it provides an indication of
group “tightness”. However, water distribution networks require measures that can account
for bottlenecks and alternative pathways. We delve into the literature and summarize why
some measures are more applicable to particular domains. In particular, we study two high-
impact use case scenarios—(i) transportation networks and (ii) water distribution networks.

C3. Overview of Network Attack StrategiesBy understanding the topology of the net-
work, we can analyze the effects of natural failures and targeted attacks. We discuss popular
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Figure 2.1: A visual overview of the work surveyed . 82 summarizes and compares 18 graph
robustness. 83 overviews methods of network failure and attack. 84 summarizes network defense
techniques across a variety of graph topologies and attack vectors.

network attack strategies, and provide a high level summary of which attack strategies are
best adapted for different network topologies. This attack strategy comparison, as the rst
of its kind, provides researchers and practitioners a quick guide to effective attack selection.

C4. Comparison of Network Defense MechanismBy understanding the common net-

work topologies and attack strategies from C3, we can study the effectiveness of network
defense mechanisms. We summarize numerous defense mechanisms in relation to various
network topologies, mechanisms of natural failure, and targeted attacks across the three
primary mechanisms for defending a network:

() edge rewiring(e.g., rewire power lines)
(i) edge additior(e.g., add additional power lines)
(i) node monitoringe.g., closely monitor substation)

Each mechanism has an associated bene t and cost, where some are disproportionately
more expensive than others. We explore these trade-offs with the goal of providing the
reader a comprehensive overview of available defense options across a variety of real world
scenarios to assist in the decision making of network defense. To the best of our knowledge,
this is the rst comprehensive comparison of network defense techniques across attack
vectors and network topology.

C5. Highlight Open Problems and Research DirectionsThrough careful analysis of
the existing network robustness literature, we identify and distill open problems that have
strong potential as future research directions. Promising directions and open problems for
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future network robustness research include— (1) an axiomatic study of desired properties
in robustness measures, helping guide the selection and development of new measures;
(2) interpretability of robustness measures to assist users in understanding the impact of
measure scores; (3) applying the study of network robustness to additional high-impact
domains such as physical security and cybersecurity; and (4) bridging the study of graph
vulnerability and robustness with recent developments in adversarial machine learning on
graph structured data.

2.1.2 Survey Methodology & Summarization Process

We study an extensive number of existing works and identify three main types of research
contributions that they aim to make: (i) study of network robustness measures; (ii) evalu-
ation and development of attacks; and (iii) evaluation and development of defense mecha-
nisms. We frame our work based on these contributions. Doing so allows us to summarize
and compare relevant works from computer science, engineering, mathematics, and the
sciences. This helps equip researchers with fundamental knowledge for their investigation,
and provide them with fresh insights. Speci cally, we select works from top journals and
conferences from the relevant domains. Table 2.1 lists some of the most prominent publi-
cation venues and their acronyms. We also include papers posted on arXiv, an open-access,
electronic repository, as many cutting-edge papers are rst released here.

As the study of graph robustness has been carried out in a variety of elds (e.g., math-
ematics, physics, computer science), the terminology often varies from eld to eld. As
such, we refer to the following word pairs interchangeably: (network, graph), (vertex,
node), (edge, link), (adversary, attacker). We follow standard notation and use capital bold
letters for matrices (e.gA ), lower-case bold letters for vectors (e.g),and calligraphic
font for sets (e.g.S). Throughout this work we focus our attention on undirected and
unweighted graphs, unless otherwise noted. The reader may want to refer to Table 2.3
throughout the survey for technical terms.

2.1.3 Related Surveys

While many surveys have been conducted in domain speci ¢ applications of network ro-
bustness, including water distribution networks [27], airline route networks [28], power
grids [29, 30], to our knowledge there is no survey that summarizes the graph robustness
landscape at large. Different from all the related articles mentioned above, our survey
provides a comprehensive, cross-domain framework to describe graph vulnerability and
robustness, discusses the rapidly growing community at large, and presents major research
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Nature

PR

Smart Grid
PNAS

PRL
SIREV
SMC
TKDE
CNSNS

KAIS
Physica A
RA
CHAOS
PLOS
DMKD
SN

PRE
TOPS
EPL
Physica B
JOCN
EPJB
CPL

FCS

WORM

Nature

Physics Reports: A Review Section of Physics Letters
|EEE Transactions on Smart Grid

National Academy of Sciences of the USA

Physical Review Letters

SIAM Review

IEEE Systems, Man, and Cybernetics: Systems
IEEE Transactions on Knowledge & Data Engineering

Communications in Nonlinear Science and Numerical
Simulation

Knowledge and Information Systems

Physica A: Statistical Mechanics and its Applications
Risk Analysis

An Interdisciplinary Journal of Nonlinear Science
PLOS ONE

Data Mining and Knowledge Discovery

Social Networks: An International Journal of Struc-
tural Analysis

Physical Review E

ACM Transactions on Privacy and Security

A Letters Journal Exploring the Frontiers of Physics
Physica B: Condensed Matter

Journal of Complex Networks

The European Physical Journal B

Chinese Physics Letters

Frontiers of Computer Science

Linear Algebra and its Applications

The Web Conference (formerly WWW)

ACM Knowledge Discovery & Data Mining

ACM Conference on Web Search & Data Mining
IEEE International Conference on Data Mining

ACM Information & Knowledge Management
Network and Distributed System Security Symposium
IEEE Conference on Computer Communications
IEEE Conference on Decision and Control

SIAM International Conference on Data Mining

European Conference on Machine Learning and
Principles and Practice of Knowledge Discovery in
Databases

Paci c-Asia Conference on Knowledge Discovery &
Data Mining

Transportation Research Part A: Policy and Practice
IEEE Global Communications Conference

Design of Reliable Communication Networks

Resilient Networks Design and Modeling Workshop
ACM Workshop on Rapid Malcode
Simplifying Complex Network for Practitioners

arXiv.org e-Print Archive

Table 2.1: Relevant venues in order of journals, conferences, workshops, and preprints. Within
each category, we order the venues based on the most recently available impact factors reported
of cially (e.g., venues' websites).
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trajectories synthesized from existing literature.

2.1.4 Survey Organization.

Figure 2.1 shows a visual overview of this survey's structure and Table 2.2 summarizes
representative works. The remainder of this chapter is divided into seven parts. Each
major component (measures, attacks and defenses) is given one or more sections, ordered
to motivate how each component builds on top of the other.

£ Summarizing & Comparing Robustness Measures
We summarize recent and classical robustness measures, along with how each mea-
sure islinkedto the evaluation of graph vulnerability and robustness. We then create a
table summarizing each robustness measure, allowing users to compare each measures
in a simple manner.

B8 Discussing Network Failures and Targeted Attacks
We discuss natural failures and targeted attacks strategies in relation to common graph
topologies.

L8 Analyzing Network Defense Mechanisms
We summarize common network defense mechanisms that are used to mitigate dam-
age across a variety of network topologies and attacks.

Section 2.5 presents research directions and open problems that we have gathered and
distilled from the literature survey. Section 2.6 concludes the survey.

2.2 Robustness Measures

We begin by summarizing 18 recent and classic robustness measures, dividing each mea-
sure into one of three categories depending on whether it uses the graph (Section 2.2.1),
adjacency matrix (Section 2.2.2) or Laplacian matrix (Section 2.2.3). After describing
each measure, we describe litsk to the study of network robustness. We make note

of some additional robustness measures such as scattering number [112], tenacity [113],
integrity [114], fault diameter [24], toughness [21] and isoperimetric number [115]. How-
ever, we do not consider them for evaluation since they are combinatorial measures for
general graphs [47].
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Table 2.2: Summary of works studied in this survey, each row is one work. Columns are grouped
into one of three categories—robustness measures, attacks and defenses—corresponding to primary
chapter sections (except “where”). In addition, we divide the robustness measure columns into three
categories based on whether it uses the graph, adjacency matrix, or Laplacian matrix, from left to

right, respectively (using dashed lines)

2.2.1 Measures Based on Graph Connectivity

We review9 of the most common graph robustness measures, each which takes as input an

undirected, unweighted grah= ( V; E), whereV is the set of vertices V V

is the

set of edges. We let = jVj andm = jEj as the number of vertices and number of edges,

respectively.
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Symbol  Graph De nitions

G(V,E) graphG, set of node¥, edgesE
n; m number nodegV j, edgegEj
, v, e binary, vertex, edge connectivity

d average geodesic distance
Omax graph diameter

by, avg. vertex, edge betweenness
C global clustering coef cient

L largest connected component

Symbol Adjacency Matrix De nitions

A adjacency matrix

Ajj element atth row, jth col.

u(i) eigenvector at position
= 1 spectral radius = 1st eigenvalue
d spectral gap

natural connectivity
spectral scaling
Ik generalized robustness index

Symbol Laplacian Matrix De nitions

L laplacian matrix
Ly element atth row, jth col.
D diagonal matrix
di degree of node

smallest eigenvalue a@f

algebraic connectivity of
T number of spanning trees
R effective resistance

Table 2.3: Symbols and De nition Tables. We divide symbols and de nitions based on whether it
corresponds to use with the graph, adjacency matrix or Laplacian matrix. From left to right, symbol
and de nition tables for the graph, adjacency matrix and Laplacian matrix.

Binary Connectivity ()

A classical graph measure which determines whether or not a graph is connect@oq
unconnected (=0) by examining whether all pairs of vertices have a connecting path. A
graph is considered unconnected if at least one pair of vertices does not have a connecting
path. This can be calculated using breadth- rst or depth- rst search, starting at any vertex
with time complexityO(n + m).

Robustness link. Practically speaking, binary connectivity is a poor measure of network
robustness since it only identi es whether a network is disconnected.

23



Vertex Connectivity (,)

An extension of binary connectivity, vertex connectivity(G) is the minimal number of
vertices that need to be removed to disconnect the gr&@h=minf ,(u;v) j unordered paifu; V) 2
Gg. Assumdu; V) 62E, then (u; V) is the minimal number of vertices that would destroy
every path between verticesandv. If (u;v) 2 E, then (u;v) = n  1[116]. Computing
(G) can be reduced to a max- ow problem with a time complexity0gh®3m) [117].

Robustness link. This measure has a natural relationship to the robustness of the graph,
since ,(G) increases as the graph becomes harder to disconnect.

Edge Connectivity ()

Also an extension of binary connectivity, edge connectivig§G) is the minimal number of
edges that can be removed to disconnect the gragfih) = minf ¢(u;Vv) j unordered pai(u;v) 2
Gg. Letu, v, be a pair of distinct vertices in gragh, (u;V) is the minimal number of
deleted edges that would disconnect all paths betweandv. Calculating ¢(u;v) for
each unordered pair, we can ascertain the minimal edge connectivity. The best known
algorithm has a time complexity @(nm) [117, 116]. For an incomplete graph, an inter-
esting property of vertex and edge connectivity is thAG) e(G) min (G), where

min (G) = minfdegv) jv2 Gg[118].

Robustness link. Similar to , this measure ties to the naturally ties to graph robustness
sinceke(G) increases as the graph becomes harder to disconnect.

Diameter ()

The diameted of a connected graph is the longest shortest path between all pairs of nodes
d(G) = maxfd(u;v) j unordered paifu;v) 2 Gg, whered(u;v) is the shortest path
between verticesi andv. In order to calculate the diameter of a network all pairs of
shortest paths need to be computed, requiring a time of complexi®(iof) using the
Floyd—Warshall algorithm [119].

Robustness link. The diameter has an intuitive connection to robustness, where a decreas-
ing diameter implies better robustness due to increased connectivity.
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Average Distanced)

The average geodesic distartte Equation 2.1 provides a measure of network connectiv-
ity by calculating the average distance between all pairs of nodes in the graph.
2 X X
d= Py d(u;v) (2.1)

n(n ) u2Vv v2v
uéyv

For each unordered pair of nodgg v) 2 G in the graph, the shortest paifu; v) is com-
puted using the Floyd-Warshall algorithm [119], then summed and normalizgﬁ?e%
to account for bi-directional patigu; v) = d(v; u) in undirected graphs. This measure is
commonly modi ed to account for disconnected graphs by computing the average inverse
distance, also known as tked ciency, as shown in Equation 2.2. Unfortunately, both av-
erage distance and ef ciency have a time complexitpgh?®) due to the all pairs shortest
path computation.

d= LX * L (2.2)

n(n 1) u2v v2v d(U; V)
ugv

Robustness link. Average distance has a close relation to network connectivity, where a
small average distance implies a more robust graph. In contrast, a larger ef ciency implies
a more robust graph due to inverse computation.

Average Vertex Betweennebg)(

The average vertex betweennbss Equation 2.3 is the summation of vertex betweenness
h, for every nodau 2 V,
X
b= R (2.3)

u2v
where vertex betweennegsfor nodeu is de ned in Equation 2.4 as the number of shortest
paths that pass throughout of the total possible shortest paths.

bJ:X X Ns;t(U)

(2.4)

Ne-
s2V t2V sit
s6t6u

Hereng(u) is the number of shortest paths betwseandt that pass through andnsg; is
the total number of shortest paths betwsendt [120]. Interestingly, the average vertex
betweennesk, can be represented as a linear function of the average dist2ég, as
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shown in Equation 2.5, implying a strong connection between the robustness properties of
average vertex betweenness and average distance.

b, = %(n 1)(d+1) (2.5)

Computing the vertex betweenness centrdlityor a single nodel has a time complexity
of O(nm) using Brandes' algorithm [121]. Therefore, the average vertex betweehness
has a time complexity aD(n?m).

Robustness link.Average vertex betweenness has a natural connection to graph robustness
since it measures average network throughput of the vertices. The smaller the average the
more robust the network, since load is more evenly distributed across each node.

Average Edge Betweennebs) (

Similar to vertex betweenness, edge betweenness is de ned as the number of shortest paths
that pass through an edgeout of the total possible shortest paths. Since the formula
and intuition for calculating average edge betweenness is nearly identical to average node
betweenness, we de ne it Equation 2.2.1 below and refer the reader to Section 2.2.1 for
additional detail.

o XXX w9

(2.6)

Ns:t
e2E s2V t2Vv
st

Similar tob,, average edge betweenness can be represented as a linear function of the
average distanog

(n 1)

_n
b = o d (2.7)

implying that some of the robustness propertiesdarill hold for b, as well. The time
complexity for average edge betweenness is @aw'm).

Robustness link. Average edge betweenness has similar robustness properties to average
vertex betweenness. The smaller the average the more robust the network, since load is
more evenly distributed across each edge.

Global Clustering Coef cientC)

The global clustering coef cient is based on the number of triplets of nodes in the graph,
and provides an indication of how well nodes tend to cluster together. By de nition, a triplet
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is three nodes connected by either two edges (open triplet) or three edges (closed triplet);
where a closed triplet is called a triangle. Each triangle contains three closed triplets, one
centered on each node. In order to measure the global clustering coef cient, we count the
number of closed triplets (or 3x the number of triangles) and divide it by the total number
of both closed and open triplets, as in Equation 2.8.

3 closed triplets

= . . 2.
closed triplets+ open triplets (2.8)

Alternatively, we can view the global clustering coef cient as the average possible frac-
tion of interconnections among each nad2 G as in Equation 2.9
1X 2N,

C= ﬁ . m (29)

whereN, is the number of edges between neighbors,and , is the degree of node.
The time complexity for computing the global clustering coef cienO&  d2 ), where
d2 .., is the size of the largest adjacency list across all vertices in the graph [122].

Robustness link.A larger global clustering coef cient implies a more robust network since
the number of triangles in the graph corresponds to the number of available communication
paths.

Largest Connected Componehf)(

This measure provides an indication of a graph's connectivity by measuring the fraction of
nodes contained in the largest connected component. This is calculated by determining the
maximal set of verticeS V such that for each 2 S andv 2 S, there exits a path from
utovin G. Intuitively, L provides a measure of network availability i.e., what percentage

of the nodes can be reached, and is measured as shown in Equation 2.10.

_jfd(u;v) 8 1] unordered pa(u;v) 2 Ggj
n

The time complexity to nd the largest connected componefi(is + m), since each BFS

(or DFS) call takes linear time in the number of edges and vertices for each component;

and since each component is only searched once, all searches are linear in the number of

edges and vertices.

L (2.10)

Robustness link. This is useful as a measurement of robustness since as the number of
removed nodes and edges increases, there reaches a critical fraction where the network
connectivity begins to collapse; which can be measured through the size of the largest
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connected component.

2.2.2 Measures Based on Adjacency Matrix Spectrum

The adjacency matridA is a common network representation, often used when enumer-
ate walks [123]. Formally, we say that(G) is the adjacency matrix d&, whereA 2

f0;1g" " andAi; = Aj; = 1if vertexv; andy; are adjacentand; = Aj; =0 other-
wise. This can be seen in Equation 2.11.
8
<1: ifiis adjacency tg
Ay = jacency 1p (2.11)

- 0; otherwise

It follows thatA (G) is a real symmetric matrix with real eigenvalues
n. The set of eigenvaluds 1; ,;::: ,gis called the spectrum &, with corresponding
eigenvectorsi {; U,; ::;; u,. Several robustness measures have been based on the spectrum
of the adjacency matrix; we address ve of the most common ones below.

Spectral Radius ()

The largest eigenvalue; of an adjacency matrif is called the spectral radius The
spectral radius is closely related to {heth capacityor loop capacityof the graph. That s,

the number of walks of lengtk (k = 2; 3; 4::1) gives an indication of how well connected

the graph is. If the graph has many loops and paths, then the graph is well connected i.e.,
larger , [5, 123, 77]. It has been shown in [124] that the spectral radius is also closely
tied to the epidemic threshold of a network in the u-like SIS (susceptible-infected-
susceptible) model. In particular, they prove that = ll where is the birth rate of

a virus or disease andis the cure rate. This means for a given virus strength, an epidemic
is more likely to occur on a graph with largeg. While this seems contradictory at rst
glance, increased vulnerability to virus propagation actually implies a graph is more robust
to natural failures and targeted attacks. The time complexity for computing the spectral
radius isO(m), since computing the rst eigenpair in sparse matrix form is linear with
respect to the number of edges [49].

Robustness link. As a robustness measure, a largetindicates a more robust graph to
random failures and attack, along with increased susceptibility to virus propagation [70, 5,
49, 89, 96, 26]. This is because the backup paths and redundancy in a network are the same
mechanisms that allow a virus to quickly propagate.
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Spectral Gap (g)

The difference between the largest and second largest eigenvalues of the adjacency matrix
(1 o) is called the spectral gapy. As a robustness measure, the spectral gap is a
simple way to estimate the robustness of a graph—if the spectral gap is large, the graph
shows good robustness; if it is small, the robustness is poor [26, 74]. This is because a
large spectral gap is indicative of a network with good expansibility properties, while a
small spectral gap indicates a network with bottlenecks and bridges [57]. This ability to
communicate the existence of bridges in the graph is a unique property of the spectral gap,
and not found in the spectral radius. The time complexity to compute the spectral gap is
O(m + n) [125].

Robustness link. A unique link between the spectral gap and network robustness is the
ability to identify bridges and bottlenecks in the graph [57]. Unfortunately, it is not evident
how large the spectral gap needs to be for a graph to be characterized as robust [74].

Natural Connectivity ()

Natural connectivity can be interpreted as the “average eigenvalue” of the adjacency matrix
[103], and is de ned in Equation 2.12.

X
(G) = In(% e’) (2.12)

i=1
Natural connectivity has a physical and structural interpretation that is tied to the connec-
tivity properties of a network. It is often used to measure the availability of alternative path-
ways in a network, through the weighted number of closed walks [47]. A walk of length
k in a graph is de ned as an alternating sequence of vertices and eglgi®se,:::eVy,
wherev; 2 V ande = (v; 1;Vi) 2 E. Awalk is said to be closed ify = v,. Closed walks
are closely related to theatural connectivityandsubgraph centralitfSC), which we can
relate through Equation 2.13.
X X (AK); X b k xe
SC(G) = N SC(i) = K W el (2.13)

i=i i=1 k=0 ’ i=1 k=0 i=1

Here (AX); is the number of closed walks of lengkhon nodei, wherek! scales the
weighted sum so that it does not diverge and longer walks are counted less [126, 103, 47].
We further explore the relationship between subgraph centrality and robustness in Sec-
tions 2.2.2 and 2.2.2. For now, we rewrite Equation 2.13 in relation to natural connectivity
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as shown in Equation 2.14.

X

(G) = In(% ei)= In(%SC(G)) (2.14)

i=1
Natural connectivity has a time complexity ©{n?) since it computes the full spectrum of
the adjacency matrix [80].

Robustness link.Natural connectivity has a close relation to network topology and dynam-
ical processes on the graph [47]. This can be seen by its close connection to the number of
closed walks, which naturally captures the notion of network connectivity and alternative
pathways in a network. A largerindicates a more robust graph.

Spectral Scaling ()

When a network is both sparse and highly connected it is said to have “good expansion”
(GE), also known as an expander graph or a “good expansion network” (GEN) [127, 57].
Intuitively, we can think of an expander graph as a network lacking bridges or bottlenecks,
making it hard to disconnect through the removal of a few nodes or edges. GE is closely
related to the spectral gap of a network, and can be used to identify the GE property if

4 Is suf ciently large (i.e., 1 2) [57]. The question is, how large should the spectral
gap be in order for a network to be considered a GEN?

Estrada [57] proposes to solve this problem by combiningsthextral gapwith sub-

graph centrality(SC). In particular, they propose to use odd subgraph centr8ii@yyq
to measure the number of odd length closed walks that a node participates in. This helps
to avoid trivial closed walks (i.e., paths) occurring from even length closed V@&Ikg.n.
Rewriting Equation 2.13, we can vie8C in terms of it's even and odd components [128]:

X X
SC(i) = uj (i)ZCOSI’( j)+ uj (i)ZSinh( j)
=1 i=1 (2.15)
= SCeven(i)*+ SCoud(i)

ExpandingS C,qq into two components based on the rst and subsequent eigenvalues:

X
SCouq(i) = [us(i)?sinh( 1)+  [u;(i)]*sinh( ;) (2.16)
j=2
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Since we know that networks with good expansibility haye  ,, we can say that:

X
u@Psinh( 2)  [u;@)Psinh( ) (2.17)
j=2

and therefore rewrite Equation 2.16 using the inequality from Equation 2.17 as follows:

SCoud(i)  [ua(i)])*sinh( 1) (2.18)

From Equation 2.18 we observe that the subgraph centrality is proportional to the rst
eigenvectou 1, yielding the following equation:

us(i) /' A[SCoua(i)] (2.19)

whereA = [sinh( ;)] %° and 0:5 This implies a linear correlation between(i)
and SCyqq(i) for networks with good expansion. In a log-log scale Equation 2.19 can be
rewritten as:

log[u;(i)] = logA + 10g [SCoqu(i)] (2.20)

As a result, a log-log plot afi 1 (i) vs. SCyyq(i) shows a linear t with slope  0:5 with
an intercept ofog[A] if the network has GE. In order to quantify this into a robustness
measure, [57] proposes the formula $pectral scalingn Equation 2.21.

Vv
u

g1
n

(G) = floglus(i)]  [logA + log[SCouu(i)llg? (2.21)

i=1
We note that spectral scaling calculagS,q44(i) using the full spectrum of the adjacency
matrix, not just the rst eigenpair. As such, the time complexitig?®) due to the com-
putation of the full adjacency matrix spectrum [129].

Robustness link. As a robustness measure, the closer the valuetofzero, the better

the expansion properties and the more robust the network. Formally, a network is consid-
ered to have GE if < 10 2, the correlation coef cient < 0:999and the slope i€:5.

While this method improves upon the spectral gap, it still suffers from a few shortcom-
ings, including—(i) not scalable to large graphs due to computing the full adjacency matrix
spectrum; and (ii) not applicable to bipartite graphs which do not contain odd length closed
walks.
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Generalized Robustness Index)(

This measure is a fast approximationsgectral scalingwhich includes only the toj
eigenpairs in the subgraph centrality calculation, since only the rst few eigenvalues are
large, with most of the eigenvalues symmetric around zero. In many real world graphs
k n, and thereforek can be considered a low-rank approximation of the adjacency
matrix A [74]. This allows us to compute only a few eigenpairsfofwhile capturing a
majority of the spectrum information; making the measure scalable to large graphs. This
process can be seen in Equation 2.22, where the modi ed subgraph centrality is referred to
asnormalized subgraph centralifN SC).

X«
NSCk(i) = sinh( j);8 2V (2.22)
j=1
Based on the normalized subgraph centrdlityCy, [74] proposes thgeneralized robust-
ness indexy:

o<

1 X
=", =
k n

flogu.(i)] [logA + %Iog[NSCk(i)]]g2 (2.23)

i=1
whereA =[sinh( ;)] %°. In practicek can be extremely small while still achieving high
accuracy kK  30) [74]. This reduces the time complexity of spectral scaling to either

O(kn?)[129] or (mk + nk?) [125] depending on the implementation.

Robustness link.As a robustness measure, a smalleimplies better robustness. Asides
from the computational bene t of the low rank approximation, this measure is very similar
to spectral scaling. We refer the reader to Section 2.2.2 for additional information.

2.2.3 Measures Based on Laplacian Matrix Spectrum

The Laplacian matridk is often used when a problem can be related to spanning trees or
the incidence of vertices and edges [123]. Formally, we saylili&) is the Laplacian
matrix of G, whereL = D A andD is the diagonal matrix with the degree on the
diagonals. It follows that j; =d; if i = j; L = 1if i is adjacenttg; andL;; =0
otherwise; wheregl is the degree of node This can be seen in Equation 2.24.

8
3d; fi=]
Lij = 1; if i is adjacency tg (2.24)

-0 otherwise
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SinceD andA are both symmetric and have real eigenvalues and an orthonormal basis of
eigenvectors, the Laplacian matrix is positive semi-de nite with nonnegative eigenvalues;
with the smallest eigenvalue always being 0. Hence we order the eigenvalues as @llows

= 4 5 ol n, Where the set of eigenvaluésy; »;::: hgis called the spectrum

of L. Several robustness measures have been based on the spectra of the Laplacian matrix;
we address 3 of the most prominent ones below.

Algebraic Connectivity (2)

The second smallest eigenvalue of the Laplacian is called the algebraic connegtiaigo

known as the Fiedler vector [130]. Since the Laplacian is symmetric, positive semi-de nite
and the rows sum up to O, the eigenvalues are real and non-negative, with the smallest
eigenvalue being zero; and the multiplicity of the zero eigenvalue related to the number of
connected components. For a disconnected graph, this means the algebraic connectivity is
always zero. The time complexity to compute the algebraic connectiv@yns+ n) [131]

Robustness link. The larger the algebraic connectivity the more robust the graph. This
can be understood from its relationship to the characteristic path length of a network; and
from its connection to node connectivity, and edge connectivity, of a graph, where

> serves as a lower bourtd 2 v e Omin. This means that a network with
larger algebraic connectivity is harder to disconnect (i.e., more edges, nodes need to be
removed) [26].

Number of Spanning Trees§ )

A spanning tree is a subgraph @fcontainingn nodes,n-1 edges and no cycles. We can
visualize this as a graph connecting all the vertices with the minimum possible number of
edges. The number of spanning trdes the number of unique spanning trees that can be
found in a graph. This measure was originally suggested as an indicator of a graph's ability
to stay connected [132]; where Baras and Hovareshti expanded upon it as an indicator of
network robustness [35]. As a consequence of the Kirchoff's matrix-tree theorem [133],
the number of spanning tredscan be written as a function of the Laplacian eigenvalues
as shown in Equation 2.25.
1Y
T=— i (2.25)

n i=2

The time complexity for this measure@®n?) due to the computation of the full Laplacian
spectrum [134].
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Robustness link.The larger the number of spanning trees the more robust the graph. This
can be viewed from the perspective of network connectivity, where a larger set of spanning
trees provides a measure of alternative pathways. Unfortunately this measure does not work
for disconnected graphs since a spanning tree must include all vertices by de nition.

Effective Resistanc®|

This measure views a graph as an electrical circuit where an (@jgecorresponds to a
resister ofr; =1 Ohm and a nodecorresponds to a junction. As such, the effective resis-
tance between two verticesindj , denotedR; , is the electrical resistance measured across
nodes andj when calculated using Kirchoff's circuit laws. Extending this measure to the
whole graph, we say theffective graph resistande is the sum of resistances for all dis-
tinct pairs of vertices [25, 62]. Klein and Randic proved this can be can be calculated based
on the sum of the inverse non-zero Laplacian eigenvalues [22] as shown in Equation 2.26
R = :—2an Rj =n

i i=2

X
1 (2.26)

In addition, it has been shown that the effective resistance can be bounded by the algebraic
connectivity [56] as shown in Equation 2.27
n nin 1)

— <R
2 2

(2.27)

The effective resistance has time complen®) due to computation of the full Laplacian
spectrum.

Robustness link. As a robustness measure, effective resistance measures how well con-
nected a network is, where a smaller value indicates a more robust network [62, 25]. In
addition, the effective resistance has many desirable properties, including the fact that it
strictly decreases when adding edges [56], and takes into account both the number of paths
between node pairs and their length.

2.2.4 Comparing Robustness Measures

In Table 2.4, we highlight each robustness measure, the category it belongs to (graph, adja-
cency, Laplacian), and its application to network robustness. By distilling all of this mea-
sure information into a single table, users can easily compare robustness measures. This
greatly assists in selecting robustness measures across domain speci c criteria, where the
user may have an idea of what the robustness measure needs to incorporate. For example,
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Robustness Measure Category  Application to Network Robustness

Vertex connectivity graph higher value ) harder to disconnect graph ) higher robustness
Edge connectivity graph higher value ) harder to disconnect graph ) higher robustness
Diameter graph lower value ) stronger connectivity ) higher robustness
Average distance graph lower value ) stronger connectivity ) higher robustness
Average inverse distance graph higher value) stronger connectivity ) higher robustness
Average vertex betweenness graph lower value ) more evenly distributed load ) higher robustness
Average edge betweenness graph lower value) more evenly distributed load ) higher robustness
Global clustering coefcient  graph higher value ) more triangles ) higher robustness
Largest connected component  graph higher valug better connected graph ) higher robustness
Spectral radius adjacency largervalue ) stronger connectivity ) higher robustness
Spectral gap adjacency  higher value) fewer bottlenecks ) higher robustness
Natural connectivity adjacency highervalue ) more alternative pathways ) higher robustness
Spectral scaling adjacency  lower value ) fewer bottlenecks ) higher robustness
Generalized robustness inde; adjacency lower value ) fewer bottlenecks ) higher robustness
Algebraic connectivity laplacian higher value ) harder to disconnect ) higher robustness
Number of spanning trees laplacian  higher value ) more alternative pathways ) higher robustness
Effective resistance laplacian lower value ) more alternative pathways ) higher robustness

Table 2.4: Comparison of robustness measures. Measures are grouped based on whether they use
thegraph adjacencyor Laplacianmatrix. For each measure, we brie y describe it's application to
measuring network robustness.

users working with critical infrastructure systems wants to select a robustness measure that
takes into account backup pathways, this information is now readily available, along with
how to interpret the measure (e.g., lower is better).

2.2.5 Selecting a Robustness Measure

In this section we explore which robustness metrics may be well suited to particular types of
network data through an analysis of two high impact use case scenarios—(i) transportation
networks and (2) water distribution networks. We begin by exploring the domain speci ¢
robustness problems in each use case scenario, and identify important network properties.
Studying these network properties in conjunction with the current methods of robustness
analysis for the domain, we highlight alternative robustness measures (based on Table 2.4)
that have potential to improve performance for the task at hand. Through this process we
take a rst step in addressing how to select a robustness measure by providing a template
for future domain speci ¢ network robustness analysis.

Scenario 1: Transportation Networks. Societal dependence on transportation networks
(e.g., roadway) is enormous, and only increasing in number and complexity. Unfortunately,
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these networks are often purposefully designed to operate with minimal redundancy and
high capacity in order to minimize costs. As aresult, they are extremely sensitive to failures
and disruptions [76]. As such, understanding and studying the vulnerability and robustness
of these networks is critical.

While there is currently no de nitive de nition of transport system vulnerability [76],
a well received and representative one is suggested by Berdica Mdhé€rability in the
road transportation system is a susceptibility to incidents that can result in considerable re-
ductions in road network serviceabilityin order to understand the nature and extent of the
vulnerability posed to transportation networks, graph theoretic measures have evolved as a
natural tool of representation. In the study of transportation systems it has been suggested
robustness measures take into account factors like:

() average distancbetween different stops [76]
(i) alternative pathwaysf transport [54]

(iif) bottlenecksnside and between communities [55]

Currently, highly interpretable network analysis tools such as average distance, be-
tweenness centrality, clustering coef cient and largest connected component are proposed
as measures of system robustness [55, 76]. From a decision making perspective, these
measures are highly interpretable helping inform decision making policy.

Potential Alternatives. Traditional robustness analysis applied to transportation networks
could bene t from the use of spectral based techniques, which are scalable to large net-
works and could potentially provide better performance. In this domain we identi ed al-
ternative pathways (i.e. redundancy) and bottlenecks as important criteria in robustness
measure selection. Therefore thigectral gapwhich accounts for bottlenecks, aeffec-

tive resistancavhich takes into account alternative pathways and their length, may be two
important measures for robustness analysis.

Scenario 2: Water Distribution Networks. Cities and municipalities depend on a mix-

ture of complex and interconnected infrastructure to provide a reliable and safe source of
water to consumers. A serious concern for the water utilities providing this service is the
vulnerability of water distribution networks (WDNs) to common failures (e.g., aging pipes)
and targeted attacks (e.qg., disrupted service) [107, 135]. Due to WDNSs natural graph repre-
sentation, graph robustness measures have become a critical tool in the analysis of network
vulnerability. In order to address the concern of vulnerability, multiple criteria have been
proposed to evaluate a WDNSs robustness:
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(i) alternative pathwaysf supply [108]
(i) bottleneck®r articulation points [80]
(iif) connectednessf the network [80]

(iv) loop redundancyl07]

Interestingly, compared to transportation networks, WDNs currently use a mixture of
graph and spectral approaches to account for these desired properties. Common analysis
tools include average distance, diameter and clustering coef cient [107], which could be
used to identify graph connectedness and loop redundancy. In addition spectral approaches
such as spectral gap and algebraic connectivity have been proposed for use in WDN vul-
nerability analysis. These techniques could be used to identify bottlenecks and measure the
strength of connectivity between subregions [80].

Potential Alternatives. Bottleneck and loop redundancy are important criteria in robust-
ness measure selection. Measures such as the spectral gap and algebraic currently can ac-
count for bottlenecks; while tools like average distance, diameter and clustering coef cient
provide a measure of alternative pathways and loop redundancy. However in this case,
natural connectivitywhich is intrinsically tied to loop capacity and alternative pathways
presents a compelling robustness measure. In addiidective resistancevhich takes

into account alternative pathways and their length could be a strong alternative measure.

2.3 Failures and Targeted Attacks

To understand the underlying mechanisms of network failure and attack, we need to ex-
amine the graph properties facilitating these issues. In order to do this, we begin with a
brief overview of four classical graph models in Section 2.3.1. This background knowl-
edge on graph models assists in the analysis of network failure and attack in Section 2.3.2
and Section 2.3.3, respectively.

2.3.1 Graph Models

We analyze the properties of graph models since they have been extensively studied and
contain well de ned properties. In addition, through understanding the robustness of these
graph models, which are representative of many real-world datasets, we can use the knowl-
edge gained here and apply it to any type of graph data.

Erd 6s-Réenyi (ER) Model [136] The ER model generates random networks with no par-
ticular structural bias, where each graph starts witrertices and no edges. For each pair
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of nodes, an edge is added to the graph with probalplityhis leads to the Poisson-type
degree distribution where the probability of a vertex having delgisg, = p(n 1) [137].

In addition, the ER model has a logarithmically increasing average distance and a cluster-
ing coef cient close to zero [63]. Potentially the most important property obEfEEnyi

graphs in relation to network robustness is the homogeneity of the degree and betweenness
distributions. This property of homogeneity implies that node importance and network load
are evenly distributed among the nodes in the graph [105]. As we will see in the following
sections, this is a particularly valuable property.

Watts-Strogatz (WS) Model[102] The WS model generates graphs with high clustering
coef cient and low diameter (small-world property). The model starts starts by generating
aring lattice withn vertices, where every node is connected t& mearest neighbors. Each
edge is then visited once and rewired with probabpitg a vertex chosen uniformly at ran-
dom (no duplicate edges or self-loops allowed). This has the effect of creating “shortcuts”
across the graph, creating the low diameter, small-world property.

As such, the WS model shows a heterogeneous betweenness distribution where a small
number of nodes have very large betweenness while most nodes contain very little (not
a power law distribution though). However, the WS model does manage to maintain a
homogeneous degree distribution due the small number of edges rewired [105].

Barbasi-Albert (BA) Scale-Free Model[138] The BA model generates network topology
according to two processegrewth and preferential attachment Where prior network
models kept the number of nodes xed during the network formation process, the BA
model starts with a small set of vertices agrdwsthe network by adding nodes and edges
over time. The reason why the BA model follows the sociological principle of the “rich
get richer”, where the probability of connecting to a node is proportional to the degree of
that node, is due tpreferential attachmentechanism [137]. The BA model generates
scale-free networks following a power law degree distribution givempby k 2 with
average geodesic distance increasing logarithmically with the sized#monstrating the
small-world property [63]. As such, the BA model shows both a heterogeneous degree and
betweenness distribution, where a small number of nodes account for large proportion of
the betweenness load and degree [105].

Clustered Scale-Free (CSF) Mode]139] The CSF model extends the BA model by in-
corporating a high clustering coef cient through a single step after preferential attachment,
calledtriad formation The advantage of the CSF model compared to the BA model is that

it generates graphs with high clustering coef cient while maintaining the scale-free and
small average distance properties. As such, the degree distribution of the CSF model is
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heterogeneous and roughly equivalent to the BA model [139].

2.3.2 Isolated & Cascading Failures

These types of failures in a network often occur when a piece of equipment breaks down
due to natural causes. In the study of graphs, this could correspond to the removal of either a
node or an edge. While random and cascading failures do occur, they are often less severe
than targeted attacks. In fact, [105] shows that cascading failures are signi cantly less
impactful than targeted attacks across a range of graph models—ER, WS and BA. For both
the ER and BA graphs, the network damage from cascading failures is minimal. While the
WS model suffered signi cant damage from the cascading failure, it was still signi cantly
less than the targeted attack. As a whole, this indicates that isolated and cascading failures
are less threatening than targeted attacks. As such, we focus the majority of our attention
to targeted attacks.

2.3.3 Targeted Attacks

There are only two ways an adversary can attack a netwagkaeval of nodesr removal

of edges The goal of the attacker is select nodes and edges considered important to the
functionality of the network (e.g., critical power substations or electrical lines). To accom-
plish this, an attacker typically relies on measures of node and edge centrality. While any
centrality measure can be used to generate a list of thk togges and edges to remove,

we focus on two traditional measures—degree and betweenness centrality. Through these
two measure, there are four common attack strategies: initial degree removal (ID), initial
betweenness removal (IB), recalculated degree distribution removal (RD) and recalculated
betweenness removal (RB) [63]. Each of these attack strategies are discussed below.

Initial Degree Removal (ID) In this attack scenario each nodén the network is ranked
according to its degreg,. For a given budget, an attacker removes vertices one by one
starting with the highest degree nodes. This has the effect of reducing the total number
of edges in the network as fast as possible [63]. Since this attack only considers its' local
neighborhood when making a decision, it is considerémtal attack The bene t of this
locality is that the attack strategy is quick to compute; linear in the size of nodes in the
graph. The same strategy can be applied to the removal of edges from the network, where
edge degree, can be de ned in several ways. Four common ones are shown below [63]:
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e~ u v (2.28a)

e= ut v (2.28b)
e=min( 4; v) (2.28c¢)
e =max( u; v) (2.28d)

In practice, Equation 2.28 (a) has been shown to be the most effective method of de ning
edge degree in relation to attack strategy, since it correlates best with betweenness central-
ity [63].

Initial betweenness Removal (IB)This attack ranks each node2 V according to its
betweenness centrality in Equation 2.4. The attacker then removes uj twodes, one

at a time in descending order of importance. This has the effect of destroying as many
paths as possible [63]. Since this attack considers information from across the network,
it is considered @lobal attackstrategy. As a result, the 1B attack strategy is signi cantly
more computationally expensive than ID (see Section 2.2.1). The same attack strategy can
be applied to the removal of edges using the de nition of edge betweenness centrality:

Recalculated Degree Removal (RDiRecalculated degree removal follows the same steps

as ID, except that it recalculates the degree distribution of nodes after removing each vertex.
This allows for the attacker to re-assess the target after each round of attack. The same
process holds for removing edges.

Recalculated betweenness Removal (RBecalculated betweenness removal follows the
same steps as IB, except that it recalculates the betweenness centrality of each node after a
link is removed. The same process holds for removing edges.

Comparison of Targeted Attacks

The ef cacy of each attack outlined in Section 2.3.3 is discussed in relation to two robust-
ness measures: size of the largest connected compdneand average inverse distance

d 1, on four classic graph models—(1) BtRenyi (ER), (2) Watts-Strogatz (WS), (3)
Barhasi-Albert (BA) scale-free and (4) Clustered Scale-Free Model (CSF). In each section
below, we review the ef cacy of attacks on each type of graph.

Attacking Erd 6s-Rényi Graphs. The most effective node attack strategy on ER graphs is
RD. However, it takes the removal 0f30% of the most central nodes in the graph in order
to reduce thal ! by 50%; and the removal of 40% of the central nodes to decredse
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by 50% [63]. This is a large fraction of the nodes to be removed, indicating that ER graph
are highly robust to targeted attacks. This robustness cd€=R8nyi graphs stem from

the homogeneous degree and betweenness distributions. Since these distributions evenly
spread the load and importance among each of the nodes. Therefore if a few nodes are
attacked, no serious network damage occurs [105].

The ER model is also robust to edge based attacks. The most effective attack strategy
is again RB, where approximately 40% of the edges have to be removed in order to drop
the average inverse distance by 50%. To reach a similar performance drop in the largest
connected component, approximately 50% of the edges needed to be removed by the most
effective edge attack strategy RD [63].

Attacking Watts-Strogatz Graphs. The attack behavior on WS graphs is signi cantly
different from ER graphs. For just a small number of removed vertices, the RB procedure
completely breaks down the structure of the graph. By removing j@86 of the most
central nodesy ! is reduced by 45%. After removing roughly 10% of the top nodes, the
network structure completely breaks down resulting in a 95% decreaé amd an 85%
decrease ih [63].

However, results from [63] show that degree based strategies are largely ineffective in
attacking WS graphs. This largely stem from the fact that WS networks have a hetero-
geneous betweenness distribution and a homogeneous degree distribution. Since the RB
attack targets central nodes carrying a majority of the load, the graph rapidly disintegrates.
On the other hand, targeting nodes based on degree distribution is not as effective since
most nodes have roughly the same degree [105].

Evaluating the robustness of WS graphs under edge attacks results in similar perfor-
mance degradation compared to node based ones. Again, the RB attack effectively de-
constructs the graph after the removal of only 20% of the edges, redudiog 5% of
its original value. In addition, the average inverse distance drops to roughly 10% of the
original value at the same mark. The effectiveness of the RB strategy can be tied to the
identi cation of important edges, which in the WS model are the rewired edges linking the
distant parts of the ring [63].

Attacking Barb asi-Albert Scale-Free Graphs.The BA graph is signi cantly more robust

to node based attacks than the WS model, even though the BA graph has a heterogeneous
degreeand betweenness distribution. While this may seem odd at rst, it likely stems from

the fact that the WS model is based on a ring structure with mostly local connections.
Therefore, removal of even a single node signi cantly affects the neighborhood [105].
Compared to the ER model, the BA graph suffers signi cantly from both RB and RD
attacks due to the heterogeneous nature of the degree and betweenness distribution.
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Edge based attacks on the BA model perform poorly compared to their node based
counterparts. It takes a removal of 40% of the edges in order to drop the performance of
d by 50%. In comparison, it would have only the removal df2% of the nodes to reach
the same level of performance drop. Similar results are found when comparing the largest
connected component performance across node and edge attacks [63]. One potential reason
for this signi cant difference could arise from the combination of the homogeneous nature
of the betweenness distribution and the hub-like structure of important vertices.

Attacking Clustered Scale-Free Graphs.The CSF model is an extension of BA with the
addition of a triad step, allowing the model to generate graphs with a higher clustering co-
ef cient. However, it turns out that this clustering step introduces signi cant vulnerability
into the network. This vulnerability is likely caused by the targeting of important vertices
with many triads attached to it [63]. To put it in comparison, removing just 10% of the
central nodes from the CSF graph results in dotindd * dropping by 90%. In compar-
ison, the BA graph which is widely known to be vulnerable to targeted attacks, only drops
roughly 50% inL and 10% ind ! with the same number of nodes removed [63].

Similar to the BA graph, the CSF graph seem to be much more resilient to edge based
attacks than node based ones [63]. However, it is still signi cantly more vulnerable to RD
based edge attacks than the BA model.

2.3.4 Comparison to Other Targeted Attacks

While we have studied two types of centrality based attacks on networks—node central-
ity and betweenness centrality—there exists a number of alternative options [34]. Some
of these alternatives include: PageRank [140], closeness centrality [141], eigenvector cen-
trality and Katz centrality [142]. However, it has been shown that many of these cen-
trality scores produce highly correlated results when conducting targeted attacks on net-
works [34]. The three most common groupings of centrality measures according to sim-
ilarity are as follows: (PageRank, betweenness centrality), (Katz centrality, eigenvector
centrality) and (closeness centrality, degree centrality). As such, attack related studies may
want to consider evaluating attacks from distinct groups in order to avoid similar attack
patterns.

2.4 Network Defense

To understand the best mechanism of defense for a particular network, it is important to
understand the properties of the graph and the type of attack or failure we are expecting
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to protect against. In Section 2.4.1 we overview measure independent heuristics for im-
proving network defense, grouping each technigue into one of three categories depending
on whether it improves network robustness through (i) edge addition, (ii) edge rewiring, or
(i) identi es important nodes and edges in a network to monitor suspicious activity. Then

in Section 2.4.2 we analyze optimization based techniques for network defense according
to the same categorization process as above. Finally, in Section 2.4.3 we discuss when to
apply different defense techniques.

2.4.1 Measure Independent Heuristics
In this section we evaluate network defenses that are heuristic in nature. This means that
the technique modi es the graph structure independent of a robustness measure [26].

Edge Addition

Edge additions typically incur additional network costs then edge rewiring, however, they
almost always provide better results. In [23], they show that edge addition outperforms
all proposed edge rewiring schemes on two measures of network robustaads *. In
addition, they nd that not all edge addition techniques are equal, and that preferential edge
addition outperforms random edge addition.

Edge Rewiring

Edge rewiring is a popular technique to improve network robustness since it generally has a
lower cost associated with it compared to adding edges. As such, we study the six methods
of edge rewiring proposed in [23]:

(1) Random additionadd an edge connecting two random nodes

(2) Preferential addition add an edge by connecting two nodes having the lowest de-
grees

(3) Random edge rewiringemove a random edge, then add an edge as in (1)

(4) Random neighbor rewiringandomly select a node, and then a random neighbor of
that node, then remove the corresponding edge. Next add an edge as in (1)

(5) Preferential rewiring disconnect a random edge from the highest-degree node and
reconnect that edge to a random node

(6) Preferential random edge rewiringchoose a random edge, disconnect it from the
higher degree node, then connect that edge to a random node
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In order to evaluate the effectiveness of each proposed rewiring scheme, [23] proposes
to measure network robustness through the average inverse digtanaed largest con-
nected componerit on three increasing levels of node attack. With respect to robustness
measurel, the conclusion that was drawn is that edge rewiring is most effective in the
following order: 5 > (3and6) > 4. Each number corresponds to the list above. On
the other hand when usirdy ! is used as the metric, preferential rewiring (6) is found to
increased ! the most for small amounts of rewiring, while random edge (3) and random
neighbor (4) techniques give the largest improvement when large numbers of edges
were rewired [23].

Node Monitoring

Many of the centrality based techniques that are used to attack a network can be used to
defend it. In fact, if you know that an adversary is using one of these approaches to attack
your network, you can monitor the same nodes in advance. To this end, a range of centrality
measures can be used for node monitoring, including: degree centrality, betweenness cen-
trality, PageRank, closeness centrality, eigenvector centrality, Katz centrality, etc. While
picking the appropriate measure to monitor your network might seem overwhelming, it has
been shown that a high degree of correlation exists between many of these measures. The
three most common groupings of centrality measures are: (PageRank, betweeness central-
ity), (Katz centrality, eigenvector centrality) and (closeness, degree) [34]. This can help
reduce the burden of selecting centrality measures for defense by eliminating redundant
and highly correlated measures.

2.4.2 Optimization Based Techniques

The focus of optimization based methods is to modify the underlying graph structure
through the manipulation of a targeted robustness measure [26].

Edge Rewiring

For this section, we focus our attention to the optimization based method for edge rewiring
proposed in [26]. In this work, they propose an algorithmdEREWIRE that maximizes

a particular spectral robustness measure according to a given budget. In addition, they
only allow modi cations based on degree-preserving edge rewirings in order to ensure that
load on nodes remains unchanged. In total, they allexEREWIRE to operate on Six
spectral measures, including: spectral radius, spectral gap, natural connectivity, algebraic
connectivity, effective resistance and number of spanning trees.
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Comparing BGEREWIRE to a series of heuristic based edge rewiring approaches on
14 datasets, they nd that the proposed method signi cantly outperforms heuristic based
approaches when measuring for the optimized spectral parameter.

Node Monitoring

We focus our study of optimization based node monitoring techniques to the work con-
ducted by Tong et. al. [5]. In this work, they propose a three step process for network
defense against virus propagation—(i) evaluation of a graphs' vulnerability to virus prop-
agation via the spectral radius; (ii) design of the "Shield-value' measure to quantify the
importance of a set of nodes in protecting the graph; and (iii) development of a quick al-
gorithm utilizing the Shield-value measure to determine khigest nodes to protect the
graph.

The spectral radius; was chosen as a natural measure of graph robustness to virus
propagation due to its close link to the epidemiological threshold. As such, in order to
minimize the spread of a virus on a network the goal is to minimizey selecting the best
setS of k nodes to remove from the graph (i.e., maximize eigendrop). In order to evaluate
the goodness of a node sfor removal, [5] proposes the Shield-value measure:

SV(S) = 4§ 2 1ua(i)? 4§ A u(iu() (2.29)
i2s ij2s

The intuition behind this equation is that we want to select nodes for removal/monitor-
ing that have high eigenvector centrality ( rst term) while penalizing nodes for being close
together (second term). In order to select this set of n&jekey develop the NetShield
algorithm. We refer the reader to [5] for technical details. To evaluate the ef cacy of the
node monitoring approach, it is compared across a multitude of heuristic based measures,
including— PageRank, degree centrality, etc.— nding that the NetShield approach to node
monitoring outperforms traditional centrality based approaches in mitigating the spread of
viruses on a network.

2.4.3 Selecting a Defense Method

The most devastating attacks often correspond to targeted attacks, rather than isolated or
cascading failures [105]. As a result, itis common for defense mechanisms to prioritize the
protection of networks from targeted attacks, unless prior information indicates otherwise.
Since an attacker likely targets nodes or edges based on a measure of centrality, we have
informationa priori on our adversary. As the defender, we often have knowledge of the
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graph topology and underlying degree distribution. This allows us to better quantify our
robustness and identify potential points of attack For example, we can measure the number
of bottlenecks present in our network; along with the availability of alternative pathways.
Perhaps most importantly, we can determine the degree and betweenness distribution of the
graph topology, allowing us to make additional assumptions about the best defense strategy.

Since many real world networks assume a heterogeneous degree distribution, where a
few nodes contain many links and many nodes contain only a few links; we use it as an
example network to defend. In this scenario we can: (1) monitor critical nodes according
to different measures of centrality (e.g., nodes with many links); (2) rewire the graph in
an attempt to increase robustness; or (3) add edges to the network in order to increase
robustness. In practice, these decisions often depend on the speci ¢ application domain
and the cost of the associated action. However, the most cost effective measure is arguably
node monitoring, which if implemented carefully, can prevent targeted attacks from ever
occurring.

2.5 Research Directions & Open Problems

We present research directions and open problems distilled from the surveyed works. Four
promising directions include: (1) an axiomatic study of desired properties in robustness
measures, helping guide the selection and development of new measures; (2) interpretabil-
ity of robustness measures to assist users in understanding the impact of measure scores;
(3) applying the study of network robustness to additional high-impact domains such as
physical security and cybersecurity; and (4) bridging the study of graph vulnerability and
robustness with recent developments in adversarial machine learning on graph structured
data.

2.5.1 Guidelines for Selecting & Developing Measures

Comparing robustness measures in a quantitative manner is still an open challenge. While
many works have qualitatively remarked on why certain robustness measures are better
suited for certain tasks, there has been no formal study outlining desirable characteristics
that a robustness measure should contain. By formalizing these desirable properties into a
set axioms, future and existing robustness measures could be compared in an independent
and quantitative manner, something that is not currently available. We idetdedirable
robustness properties across the literature that could form the basis for an axiomatic anal-
ysis of robustness measures [25, 26, 47]. Below, we provide the intuition for each axiom,
however, each axiom needs to be formalized and (dis)proven for each robustness measure.
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1. Strictly Monotonic. When an edge is added to a graph the network connectivity is in-
trinsically enhanced. A robustness measure should account for this increased connectivity
by strictly increasing (or decreasing) for each edge added to the graph.

2. Redundancy. A critical ability of any robustness measure is to measure redundancy
present in the network. This means that if multiple paths between two nodes exist, the
proposed measure should be able to account for both the number of paths and their quality
(where smaller paths are better).

3. Disconnected. Many real-world graphs contain disconnected components; therefore
a measure should be able to evaluate a graphs' robustness independent of the number of
disconnected components.

4. Stable. A robustness measure should change in proportion to the perturbation of the
graph structure. For example, if a single edge is added to a graph, we expect that the
measure has a proportionally small response.

5. Consistent. Given two graphs with same underlying structure, we would expect them
to have similar robustness independent of their size.

6. Scalable.Large graphs containing millions (or sometimes billions) of nodes and edges
are common. A robustness measure should be scalable to large graphs, where we de ne
scalable as an algorithm subquadratic with respect to the number of nodes and edges.

6. Intuitive. ldeally, we want robustness measures to have identi able connections to the
underlying graph topology, and for these connections to be conveyable to non-experts in an
understandable manner.

2.5.2 Furthering Interpretability

Ideally, robustness measure should have identi able connections to the underlying graph
topology to explain what the robustness score is indicative of. Recent research has ex-
plored this in the more general domains of graph connectivity and ranking [143, 144, 145,
146] Combining visual representations, helpful interactions, and state-of-the-art attribution
and feature visualization techniques together into rich user interfaces could lead to major
breakthroughs in understanding graph vulnerability and robustness scores.

2.5.3 Studying Robustness in New Domains

The study of graph vulnerability and robustness is still nascent in the areas of physical se-
curity [44], cybersecurity [59] and interdependent and dynamic networks [147]. For phys-
ical security, [44] studies the vulnerability and robustness of physical sensor placement to
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maximize perimeter security while minimizing network latency. They nd that perimeter
security systems frequently map to circular lattices which suffer from a trade-off between
robustness and mean path length (i.e., latency). Future work could analyze alternative
perimeter system mappings that optimize for both criteria, while exploring alternative def-
initions of robustness in physical security. With respect to cybersecurity, [59] attempts to
calculate the vulnerability and robustness of enterprise networks by modeling lateral attack
movement between computers. However, their unique probabilistic robustness measure
is dependent on cyber domain knowledge and the running of many simulations. Future
cybersecurity robustness analysis could explore the development of robustness measures
that are simulation independent, reducing computational costs and the need for explicit
domain knowledge. Many real-world networks are often dynamic and contain multiple
interdependent sub-networks. While initial work has looked at real-time robusti cation of
interdependent networks from an edge perspective [147], additional work needs to be done
to (i) study dynamic graphs, (ii) comprehensively evaluate various attack and defense sce-
narios, and (iii) develop unigue robustness measures that can better account for the nature
of inter-dependent and dynamic networks.

2.5.4 Bridging Graph Robustness & Adversarial ML

From the machine learning perspective, a majority of current graph robustness research fo-
cuses on manipulating graph classi ers or embedding mechanisms into mispredicting the
label of a graph [148], or the label of each node in the graph [149]. So far, adversarial ma-
chine learning research has yet to deeply delve into the more richly de ned network robust-
ness objective centered around a networks' ability to continue functioning when damaged
or attacked. However, we believe that there are multiple high-impact connections to ex-
plore, including: (1) how does a graph's spectral robustness (e.g., spectral gap) correlate to
the vulnerability or robustness of downstream tasks such as node and graph classi ers be-
ing attacked; and (2) does optimizing a graph's spectral robustness (e.g., adding or rewiring
edges) affect an attackers ability to perturb downstream node and graph classi cation mod-
els. By answering these questions, we can uncover new mechanisms to attack and defend
networks while gaining insight into fundamental connections between two important and
growing elds.

2.6 Conclusion

In this survey, we distill answers to key questions that are currently scattered across multi-
ple scienti ¢ elds and numerous papers. In particular, we provide researchers and practi-
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tioners crucial access to network robustness information information by—(1) summarizing
and comparing 18 recent and classical graph robustness measures; (2) exploring which ro-
bustness measures are most applicable to different categories of network data (e.g., social,
infrastructure); (3) reviewing common network attack strategies, and summarizing which
attacks are most effective across different network topologies; and (4) extensive discus-
sion on selecting defense techniques to mitigate attacks across a variety of networks. We
concluded by highlighting current research directions and open problems. This survey will
serve as a guide to researchers and practitioners in navigating the expansive eld of network
robustness, while summarizing answers to key questions.
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CHAPTER 3
EVALUATING GRAPH VULNERABILITY AND ROBUSTNESS USING TIGER

Network robustness plays a crucial role in our understanding of complex interconnected
systems such as transportation, communication, and computer networks. While signi -
cant research has been conducted in the area of network robustness, no comprehensive
open-source toolbox currently exists to assist researchers and practitioners in this impor-
tant topic. This lack of available tools hinders reproducibility and examination of exist-
ing work, development of new research, and dissemination of new ideas. We contribute
TIGER, an open-sourced Python toolbox to address these challengexR Tontains

22 graph robustness measures with both original and fast approximate versions; 17 fail-
ure and attack strategies; 15 heuristic and optimization-based defense techniques; and 4
simulation tools. By democratizing the tools required to study network robustness, our
goal is to assist researchers and practitioners in analyzing their own networks; and facil-
itate the development of new research in the eldIGER has been integrated into the
Nvidia Data Science Teaching Kit available to educators across the world; and Georgia
Tech's Data and Visual Analytics class with over 1,000 studentsg® is open sourced

at: https://github.com/safreital/TIGER

3.1 Introduction

Through analyzing and understanding the robustness of networks we can: (1) quantify
network vulnerability and robustness, (2) augment a network's structure to resist attacks
and recover from failure, and (3) control the dissemination of entities on the network (e.g.,
viruses, propaganda). Consider the impactful scenario where a virus penetrates one or more
machines in an enterprise network. Once infected, the virus laterally spreads to susceptible
machines in the network, resulting in system-wide failures, data corruption and ex Itration
of trade secrets and intellectual property. This scenario is commonly modeled as a dis-
semination of entities problem using an epidemiological susceptible-infected-susceptible
(SIS) model, where each machine is in either one of two states—infected or susceptible
(see Figure 3.1). How quickly a virus spreads across a network is known as the network’s
vulnerability , and is de ned as aeasure of susceptibility to the dissemination of entities
across the networls]. A natural counterpart to network vulnerability igsbustness de-

ned as ameasure of a network'’s ability to continue functioning when part of the network

is naturally damaged or targeted for attafks, 26, 23]
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Figure 3.1: TIGER provides a number of important tools for graph vulnerability and robustness
research, including graph robustness measures, attack strategies, defense techniques and simulation
models. Here, aiGER user is visualizing a computer virus simulation that follows the SIS infection
model (effective strengte = 3:21) on theOregon-1 Autonomous Systeetwork [4]. Top: without

any defense, the virus remains endemic. Bottom: defending only 5 nodedletithield[5], the

number of infected entities is reduced to nearly zero.

Challenges for robustness and vulnerability research.Network robustness has a rich

and diverse background spanning numerous elds of engineering and science [22, 23, 5,
24, 59]. Unfortunately, this cross-disciplinary nature comes with signi cant challenges—
resulting in slow dissemination of ideas, leading to missed innovation opportunities. We
believe a uni ed and easy-to-use software framework is key to standardizing the study of
network robustness, helping accelerate reproducible research and dissemination of ideas.

TIGER design and implementation.We present TGER, an open-sourced Pythdmolbox

for evaluatng Graph vulrErability and Robustness Through TGER, our goal is to cat-

alyze network robustness research, promote reproducibility and amplify the reach of novel
ideas. In designing [GER, we consider multiple complex implementation decisions, in-
cluding: (1) the criterion for inclusion in the toolbox; (2) identifying and synthesizing a set
of core robustivity features needed by the community; and (3) the design and implemen-
tation of the framework itself. We address thelusion criterionby conducting a careful
analysis of in uential and representative papers (e.g., [26, 5, 74, 63, 23]) across top journals
and conferences from the relevant domains (e.g., ICDM, SDM, Physica A, DMKD, Phys-
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ical Review E), many of which we will discuss in detail in this chapter. We also include
papers posted on arXiv, as many cutting-edge papers are rst released there.

Based on our analysis, we identify and include papers that tackle one or more of the fol-
lowing fundamental tasks [25, 63, 23]: (1) measuring network robustness and vulnerability;
(2) understanding network failure and attack mechanisms; (3) developing defensive tech-
niques; and (4) creating simulation tools to model processes. From these papers, we select
and implement a total of 44 attacks, defenses and robustness measures, along with 4 simula-
tion tools in which they can be used. Due to a vibrant and growing community of users, we
develop TGERIn Python 3, leveraging key libraries, such as NetworkX, SciPy, Numpy and
Matplotlib. While excellent alternative network analysis tools exist [150, 151, 152, 153,
145, 154, 155, 156], many of them are domain speci c (e.g., EoN [151], WNTR [153])
or do not provide direct support for network robustness analysis (e.g., NetworkX [150],
Gephi [156]). In contrast, IGER complements existing tools while providing key missing
network robustness components.

3.1.1 Contributions

1. TIGER. We present TGER, the rst open-sourced Python toolbox for evaluating net-
work vulnerability and robustness of graphsIGER contains 22 graph robustness mea-
sures with both original and fast approximate versions when possible; 17 failure and attack
mechanisms; 15 heuristic and optimization based defense techniques; and 4 simulation
tools. TIGER also supports a large number of GPU accelerated robustness measures. To
maintain the integrity of the code base,GER uses continuous integration to run a suite

of test cases on every commit. To the best of our knowledge, this make&RThe most
comprehensive open-source framework for network robustness analysis to date.

2. Open-Source & Permissive Licensing.Our goal is to democratize the tools needed

to study network robustness; assisting researchers and practitioners in the analysis of their
own networks. As such, we open-source tbeeon Github and PyPi with aMIT license
available athttps://github.com/safreital/TIGER

3. Extensive Documentation & Tutorials. We extensively document the functionality of
TIGER, providing docstrings for each function and class, along with quick examples on how

to use the robustness measures, attacks, defenses, and simulation frameworks. In addition,
we provide5 detailed tutorials—one for every major component af #R's functionality—

on multiple large-scale, real-world networks, includegery gure and plot shown in this
chapter. Users with Python familiarity will be able to readily pick uig&R for analysis

with their own data.
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Figure 3.2: Error of 5 fast, approximate robustness measures supporteddsrT Parametek
represents the trade-off between speed #gwnd precision (higlk). To measure approximation
ef cacy, we varyk 2 [5;300]in increments ofLO and measure the error between the approximate
and original measure averaged over 30 runs on a clustered scale-free graph with 300 nodes.

4. Community Impact. TIGER helps enable reproducible research and the timely dis-
semination of new and current ideas in the area of network robustness and vulnerability
analysis. As part of the newly released Nvidia Data Science Teaching IKSERIwill be

used by educators and researchers across the worttERThas been integrated into the
Nvidia Data Science Teaching Kit available to educators across the world; and Georgia
Tech's Data and Visual Analytics with over 1,000 students. Since thitaiga andhighly

active eld across many disciplines of science and engineering, we anticipate tGarT

will have signi cant impact. As the eld grows, we will continue to updateGER with

new techniques and features.

3.2 TIGER Robustness Measures

TIGER contains 22 robustness measures, grouped into one of three categories depending
on whether the measure utilizes the graph, adjacency, or Laplacian matrix. We present 3
representative robustness measures, one from each of the three categories, to extensively
discuss. For detailed description and discussion of all 22 measures, we refer the reader to
the online documentation.

Terminology and Notation. As the study of graphs has been carried out in a variety of
elds (e.g., mathematics, physics, computer science), the terminology often varies from
eld to eld. As such, we refer to the following word pairs interchangeably: (network,
graph), (vertex, node), (edge, link). Throughout the chapter, we follow standard practice
and use capital bold letters for matrices (eAy), lower-case bold letters for vectors (e.qg.,

a). Also, we focus on undirected and unweighted graphs.
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3.2.1 Example Measures

Average vertex betweennesdy) of a graphG = (V; E) is the summation of vertex be-
tweenness$, for every nodau 2 V, where vertex betweenness for nadiss de ned as the
number of shortest paths that pass througtut of the total possible shortest paths

b,zx X X Nt (U)

(3.1)

Ns:t
u2V s2V t2Vv
s6téu

whereng.(u) is the number of shortest paths betweeandt that pass through and
N IS the total number of shortest paths betwsandt [120]. Average vertex betweenness
has a natural connection to graph robustness since it measures the average load on vertices
in the network. The smaller the average the more robust the network, since load is more
evenly distributed across nodes.

Spectral scaling () indicates if a network is simultaneously sparse and highly connected,
known as “good expansion” (GE) [127, 57]. Intuitively, we can think of a network with
GE as a network lacking bridges or bottlenecks. In order to determine if a network has GE,
[57] proposes to combine the spectral gap measure with odd subgraph ceS @ity

which measures the number of odd length closed walks a node participates in. Formally,
spectral scalings described in Equation 3.2,

\/
u
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n
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i=1
whereA =[sinh( ;)] %°, nis the number of nodes, ang is the rst eigenvector of
adjacency matriA . The closer is to zero, the better the expansion properties and the
more robust the network. Formally, a network is considered to have GE ifl0 2, the
correlation coef cientr < 0:999and the slope i6:5.

Effective resistance R) views a graph as an electrical circuit where an efdge) corre-
sponds to a resister of = 1 Ohm and a node corresponds to a junction. As such, the
effective resistance between two verticeandj , denotedR;; , is the electrical resistance
measured acrossandj when calculated using Kirchoff's circuit laws. Extending this to
the whole graph, we say thedfective graph resistande is the sum of resistances for all
distinct pairs of vertices [25, 62]. Klein and Randic [22] proved this can be calculated
based on the sum of the inverse non-zero Laplacian eigenvalues:
1 X X

R= - Rij:n

(3.3)
2 i iz |
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As a robustness measure, effective resistance measures how well connected a network
is, where a smaller value indicates a more robust network [62, 25]. In addition, the effective
resistance has many desirable properties, including the fact that it strictly decreases when
adding edges, and takes into account both the number of paths between node pairs and their
length [56].

3.2.2 Measure Implementation & Evaluation

Our goal for TGERIs to implement each robustness measure in a clear and concise manner
to facilitate code readability, while simultaneously optimizing for execution speed. Each
robustness measure is wrapped in a function that abstracts mathematical details away from
the user; and any default parameters are set for a balaspeetandprecision Below we
compare the ef cacy of 5 fast, approximate robustness measures, followed by an analysis
of the scalability of all 22 measures.

Approximate Measures. It turns out that a large number of robustness measures have
dif culty scaling to large graphs. To help address this, we implement and compare 5 fast
approximate measure, three spectral based (natural connectivity, number of spanning trees,
effective resistance), and two graph based (average vertex betweenness, average edge be-
tweenness) [26, 157]. To approximatatural connectivitywe use the tog eigenvalues
of the adjacency matrix as a low rank approximation [26, 74]. Fontimaber of spanning
treesandeffective resistanose take the bottonk-eigenvalues of the Laplacian matrix [26].
For graph measureayerage vertex betweennessdaverage edge betweennggsge ran-
domly sample&k nodes to calculate centrality. In both cases, the pararketpresents the
trade-off between speed (Ioky and precision (higlk). Whenk is equal to the number of
nodesn in the graph, the approximate measure is equivalent to the original.

To determine the ef cacy of each approximation measure we k&y5; 300]in incre-
ments ofL0, and measure the absolute error between the approximate and original measure,
averaged over 30 runs on a clustered scale free graph containing 300 nodes. In Figure 3.2,
we observe that average vertex betweenness accurately approximates the original measure
using 10% of the nodes in the graph. This results in a signi cant speed-up, and is in
line with prior research [157]. While the absolute error for each spectral approximation is
large, these approximations nd utility in measuring the relative change in graph robust-
ness after a series of perturbations (i.e., addition or removal of nodes/edges). While not
immediately obvious, this can enable the development a wide range of optimization based
defense techniques [26, 47].
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Figure 3.3: TIGER simulation of an RD node attack on the KY-2 water distribution network. Step O:
network starts under normal conditions; at each step a node is removed by the attacker (red nodes).
Step 13, 22 & 27: after removing only a few of the 814 nodes, the network splits into two and three
and four disconnected regions, respectively.

3.2.3 Running Robustness Measures in TIGER

The code block in Listing 1 illustrates howmd@ER abstracts the code complexity away
from the user, enabling them to quickly evaluate the robustness of their own network data
in a simple manner. In line 1, we import a helper function to generate various NetworkX
graphs; line 2 imports a utility function to run the speci ed robustness measure; line 5
creates a Barabasi-Albert (BA) graph with 1000 nodes; and in lines 8 and 12 we calculate
the graph's spectral radius and effective resistance, respectively.

1 from graph_tiger.graphs import graph_loader

> from graph_tiger.measures import run_measure

4+ # Load a Barabasi-Albert graph with 1000 nodes

s graph = graph_loader(graph_type='BA', n=1000, seed=1)
6

7 # Calculate graph's spectral radius

s Sr = run_measure(graph, measure='spectral_radius')

o print("Spectral radius:", sr)

10

1 # Calculate graph's effective resistance

12 er = run_measure(graph, measure='effective_resistance’)
13 print("Effective resistance:", er)

Listing 3.1: Measuring the spectral radius and effective resistance of a Barabasi-Albert (BA) graph
using TIGER
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3.3 TIGER Attacks

There are two primary ways a network can become damagedraftijal failure and (2)

targeted attack Natural failures typically occur when a piece of equipment breaks down
from natural causes. In the study of graphs, this would correspond to the removal of a node
or edge in the graph. While random network failures regularly occur, they are typically
less severe than targeted attacks. This has been shown to be true across a range of graph
structures [105, 23]. In contrast, targeted attacks carefully select nodes and edges in the
network for removal in order to maximally disrupt network functionality. As such, we
focus the majority of our attention to targeted attacks. In Section 3.3.1, we provide a high-
level overview of several network failure and attack strategies. Then, in Section 3.3.2 we
highlight 10 attack strategies implemented IIGER.

3.3.1 Attack Strategies

We showcase an example attack in Figure 3.3 on the Kentucky KY-2 water distribution
network [158]. The network starts under normal conditions (far left), and at each step an
additional node is removed by the attacker (red nodes). After removing only 13 of the 814
nodes, the network is split into two separate regions. By step 27, the network splits into
four disconnected regions. In this simulation, and in general, attack strategies rely on node
and edge centrality measures to identify candidates. Below, we highlight several attack
strategies [63] contained iNGER.

Initial degree removal (ID) targets nodes with the highest degreeThis has the effect of
reducing the total number of edges in the network as fast as possible [63]. Since this attack
only considers its neighbors when making a decision, it is considelechhattack The

bene t of this locality is low computational overhead.

Initial betweenness removal (IB)targets nodes with high betweenness centrality his

has the effect of destroying as many paths as possible [63]. Since path information is
aggregated from across the network, this is considergldlzal attackstrategy. Unfortu-
nately, global information comes with signi cant computational overhead compared to a
local attacks.

Recalculated degreeRD) andbetweenness removalRB) follow the same process as

ID andIB , respectively, with one additional step to recalculate the degree (or between-
ness) distribution after a node is removed. This recalculation often results in a stronger
attack, however, recalculating these distributions adds a signi cant amount of computa-
tional overhead to the attack.
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3.3.2 Comparing Strategies

To help TIGER users determine the effectiveness of attack strategies, we evalonatie

and5 edge attacks on the Kentucky KY-2 water distribution network in Figure 3.4. We
begin by analyzing each node attack strategip—RD, IB, RB andRND (random
selection)—on the left-side of Figure 3.4. Attack success is measured based on how frac-
tured the network becomes when removing nodes from the network. We identify three key
observations—(i) random node removaND ) is not an effective strategy on this network
structure; (ii)RB is the most effective attack strategy; and (iii) the remaining three attacks
are roughly equivalent, falling somewhere betw&hD andRB.

Analyzing Figure 3.3, we can gain insight into wRB is the most effective of the
attacks. If we look carefully, we observe that certain nodes (and edges) in the network act
as key bridges between various network regions. As a result, attacks able to identify these
bridges are highly effective in disrupting this network. In contrast, degree based attacks
are less effective, likely due to the balanced degree distribution. The analysis is similar for
edge based attacks.

3.3.3 Running Network Attacks in TIGER

The code block in Listing 2 illustrates howdER users can quickly run a network attack

by modifying 3 parameters—(1) the number of attack simulations “runs', (2) the number of
nodes to remove ‘steps', and (3) the attack strategy "attack'. The output of the simulation
is a plot of graph robustness (e.g., largest connected component by default) versus attack
strength.

1 from graph_tiger.attacks import Attack
> from graph_tiger.graphs import graph_loader

3

Figure 3.4: Ef cacy of 5 edge attacks (left) and 5 node attacks (right) on the KY-2 water distribution
network. The most effective attack (RB) disconnects approxim&@¥s of the network with less
than 30 removed edges (or nodes).
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4 params = {

5 runs’ 1, # number of simulations

6 'steps”: 30, # remove 1 node per step
7 ‘attack’: 'rd_node', # specify attack

8 'seed": 1, # reproducibility

o}

10

u # Load Kentucky KY-2 water distribution network
12 graph = graph_loader(graph_type='ky2")

13

14 # Run and plot attack simulation

15 a = Attack(graph, ** params)

16 results = a.run_simulation()

17 a.plot_results(results)

Listing 3.2: Attacking the Kentucky KY-2 water distribution network using TIGER

3.4 TIGER Defenses

The same centrality measures effective in attacking a network are important to network
defense (e.g., degree, betweenness, PageRank, eigenvector, etc.). In fact, if an attack strat-
egy is known a priori, node monitoring can largely prevent an attack altogether. In Sec-
tion 3.4.1, we provide a high-level overview of several heuristic and optimization based
defense techniques. Then, in Section 3.4.2 we shaseR users how several defense
techniques can be used to robustify an attacked network.

3.4.1 Defense Strategies

We categorize defense techniques based on whether they operate heuristically, modifying
graph structure independent of a robustness measure, or by optimizing for a particular
robustness measure [26]. Within each category a network can be defended i.e., improve
its robustness by—(1¢dge rewiring (2) edge addition or (iii) nhode monitoring Edge
rewiring is considered w cost,lesseffective version of edge addition. On the other hand,
edge addition almost always provides stronger defense [23]. Node monitoring provides an
orthogonal mechanism to increase network robustness by monitoring (or removing) nodes
in the graph. This has an array of applications, including: (i) preventing targeted attacks,
(ii) mitigating cascading failures, and (iii) reducing the spread of network entities. Below,
we highlight several heuristic and optimization based techniques contained&R.T

Heuristic DefensesWe overviews edge rewiring and addition defenses [23], and compare
the effectiveness of them in Section 3.4.2:
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1. Random additionadds an edge between two random nodes.
2. Preferential addition adds an edge connecting two nodes with the lowest degrees.
3. Random edge rewiringemoves a random edge and adds one using (1).

4. Random neighbor rewiringandomly selects neighbor of a node and removes the edge.
An edge is then added using (1).

5. Preferential random edge rewiringelects an edge, disconnects the higher degree node,
and reconnects to a random one.

Optimization Defenses.We discuss the Netshield node monitoring technique which iden-
ti es key nodes in a network to reduce the spread of entity dissemination (e.g., viruses) [5].
To minimize the spread of entities, Netshield minimizes the spectral radius of the graph
by selecting the best s8tof k nodes to remove from the graph (i.e., maximize eigendrop).
In order to evaluate the goodness of a nodé&sder removal, [5] proposes the Shield-value
measure:

X X

SUS)= 2 1uy(i)? AGu(u() (3.4)

i2s ij2s
The intuition behind this equation is to select nodes for monitoring that have high eigenvec-
tor centrality ( rst term), while penalizing neighboring nodes to prevent grouping (second
term). We demonstrate the utility of this defense mechanism in Section 3.5.

3.4.2 Comparing Strategies

To help users evaluate the effectiveness of defense techniques, we compare 5 edge defenses
on the Kentucky KY-2 water distribution network, averaged over 10 runs, in Figure 3.5.
The network is initially attacked using thiB attack strategy (30 nodes removed), and the
success of each defense is measured based on how it can reconnect the network by adding
or rewiring edges in the network (higher is better). Based on Figure 3.5, we identify three
key observations—(i) preferential edge addition performs the best; (ii) edge addition gener-
ally outperforms rewiring strategies; and (iii) random neighbor rewiring typically performs
better than the other rewiring strategies.

3.4.3 Running Network Defenses in TIGER

The code block in Listing 3 illustrates howdER users can quickly setup a network de-
fense simulation. There are 6 core parameters the user needs to set—the number of defense
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Figure 3.5: Comparing ability of 5 edge defenses to improve KY-2 network robustness after remov-
ing 30 nodes via RB attack. Edge addition performs the best, with random edge rewiring performing
the worst.

simulations ‘runs', the defense strategy "defense', the number of edges to add or rewire
“steps', the attack strategy "attack’, and the number of nodes or edges to ren@vélie

output of the simulation is a plot showing the ability of the network to recover after it has
been attacked.

1 from graph_tiger.defenses import Defense
> from graph_tiger.graphs import graph_loader
3

4 params = {

5 runs’ 1, # number of simulations
6 'steps": 30, # rewire 1 edge per step
7 ‘defense’. 'rewire_edge_preferential’,

8 ‘attack’: 'rd_node', # attack strategy

9 'k_a": 30, # attack strength

10}

11

12 # Load Kentucky KY-2 water distribution graph
12 graph = graph_loader(graph_type="ky2")

14

15 # Run and plot defense simulation

16 d = Defense(graph, ** params)

17 results = d.run_simulation()

15 d.plot_results(results)
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Listing 3.3: Defending the Kentucky KY-2 water distribution network using TIGER

3.5 TIGER Simulation Tools

We implement 4 broad and important types of robustness simulation tools [159, 102, 63,
23, 5]—(1) dissemination of network entities, (2) cascading failures (3) network attacks,
see Section 3.3, and (4) network defense, see Section 3.4. In Section 3.5.3, we discuss the
implementation of an infectious disease models and how defense techniques implemented
in TIGER can be used to eith@eninimizeor maximizethe network diffusion. Then, in Sec-

tion 3.3, we discuss the implementation of the cascading failure model and its interactions
with TIGER defense and attack strategies.

3.5.1 Cascading Failures

Cascading failures often arise as a result of natural failures or targeted attacks in a network.
Consider an electrical grid where a central substation goes of ine. In order to maintain the
distribution of power, neighboring substations have to increase production in order to meet
demand. However, if this is not possible, the neighboring substation fails, which in turn
causes additional neighboring substations to fail. The end result is a series of cascading
failures i.e., a blackout [52]. While cascading failures can occur in a variety of network
types e.g., water, electrical, communication, we focus on the electrical grid. Below, we
discuss the design and implementation of the cascading failure model and ie@®R T

can be used to botimduceand preventcascading failures using the attack and defense
mechanisms discussed in Sections 3.3 and 3.4, respectively.

Figure 3.6: Effect of network redundancy on the US power grid where 4 nodes are overloaded
using ID. Wherr  50%the network is able to redistribute the increased load.
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