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Cybersecurity
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Spelling & text prediction

Machine learning is all around us

Catch bad guys
Less accidents

Prevent outages

Connect people

Life saving

Send right message
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It’s disturbingly easy to trick Al into
doing something deadly Yox

How “& sarial attacks” can mess with self-driving cars, medicine, and the

UHS Ransomware Attack Cost $67M
in Lost Revenue, Recovery Efforts

The ransomware attack that struck all 400 UHS care sites and
caused three weeks of EHR downtime in September, cost the
health system $67 million in recovery costs and lost revenue.

Security News This Week: An Unprecedented
Cyberattack Hit US Power Utilities m:m:=m

Exposed Facebook phone numbers, an XKCD breach, and more of the week's top security news.

Why Robust Machine Learning

Detect and prevent attacks on
A critical infrastructure

A self driving cars
A enterprise networks

Improve decision making
A robust to noise

A identify weak points

A quantify vulnerability
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Cybersecurity

Autonomous Vehicles

Infrastructure monitoring

Social media newsfeeds

Health informatics

Why do we need robust ML?

Backdoors
Safe driving

Prevent outages

Pigeonhole

Save lives
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Robust machine learnin
protects us
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Dissertation Research Mission

Address largescale societal problems in cybersecurity and healthcare
throughthe lens of robust machine learning

Part I: Robustness SurveySummarize robustness literature<pe 202@nder review)
Tools TIGERVulnerability and robustness toolbaxkm 2021

Part1l: . -

Algorithms D°M  Quantify network robustness + mitigate attacksv 2020

Part Il MalNet-Graph Largest cybersecurity graph databaseirso21
Databases MalNet-image Largest cybersecurity image databaseniing wCixm 2022
Part IV: UnMask ldentify robust features in imageseE Big Data 2020

Models

REST Identify robust signals in health dat&b conference 2020
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Part :'Why do we Need Robus$bols?

Todemocratize knowledgeandequip usergo develop robust ML systems
A Robustness knowledge is currently scattered across disparate fields

A Key data and libraries are in the possession of a few industry labs
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Robustness Survey
Graph Vulnerability and Robustness: A Survey

TKDE 2021 (under review)

‘@. SrijanKumar
/¥ ¥ Georgia Tech

Georgia Tech

/,% DiyiYang
ScottFreitas .
Georgia Tech

Hanghandiong
UluC

PoloChau
Georgia Tech

17



Survey Highlights

Comprehensively survey and comp&te
high-impact and recent papers in the field
of graph robustness

Each row Is one work, columns are groupe
Into one of three categoridas
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Survey Overview

* Diameter « Spectral radius THTTT - Effective Resistance TET
) 1 1 1 -1 3 -1 -1

Summary & comparison  * Average distance « Spectral scaling T + Algebraic connectivity B E
of 18 . 1 1 1 il & - -1 31 21 g
* Edge connectivity « Natural connectivity 1T  Number of Trees B EERE

Failure of a

. Sequential failure
single node

of nodes

Study of
on various graph types

Intentional
node damage

Edge Addition Edge Rewire Node Monitor Edge Addition Edge Rewire  Node Monitor Edge Addition  Edge Rewire  Node Monitor

(e.g., high centrality)

Discussion of e ®
against multiple failures :
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Recap: Survegontributions

Cl.Summary and comparison of 1

C2.Exploration of measure applications

« Diameter + Spectral radius ANE T « Effective Resistance T T
T B ENNE

Summary & comparison ¢ Average distance « Spectral scaling L « Algebraic connectivity -
of 18 . T EEENEEE
- Edge connectivity « Natural connectivity =+ « Number of Trees T

C3.0verview of network

C4.Comparison of network

C5.Highlight open problems and research directions
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TIGER Robustness Toolbox

Evaluating Graph Vulnerability and Robustness using TIGER

CIKM 2021
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TIGER Overview

Available at https://github.com/safreital/ TIGER

IGER I1s a GPU accelerated Python library and part
of the Nvidia Data Science Teaching Kit

1. Quantify network vulnerabilityandrobustness
2. Simulatea variety of network attacks, cascading failures and spread of dissemination of entities
3. Augmenta network's structure to resisittacksand recover fronfailure

4. Regulatethe dissemination of entities on a network (e.g., viruses, propagand




TIGER Contributions

1. First opensource Python toolbox to evaluate graph vulnerability and
robustness

with original and fast approximate versions
and
(heuristic and optimizatiofased)

5. 4 network simulation techniques for cascading failures and entity
dissemination
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Robustness Measure Category

Vertex connectivity Graph Quantlfyl ng RObUStn eSS

Edge connectivity Graph
Diameter Graph
. . 22 robustness measures
Average distance Graph
Average inverse distance Graph

Average vertex betweenness Graph
Average edge betweenness Graph
Global clustering coefficient  Graph
Largest connected componen Graph

Spectral radius Adjacency matrix
Spectral gap Adjacency matrix
Natural connectivity Adjacency matrix
Spectral scaling Adjacency matrix

Generalized robustness index Adjacency matrix
Algebraic connectivity Laplacian matrix
Number of spanning trees Laplacian matrix
Effective resistance Laplacian matrix 24



Node Attack on Water Distribution Networl

17 Failure and Attack
Mechanisms

Networks can suffer from natural failures and
targeted attacks.

TIGER simulates a node attaci< § on the
Kentucky K¥ water distribution network (right)




15 Defense Techniques

Oregonl Autonomous System Network

No defense

Infection model

Top. no defense results in an
endemic virus

Bottom: defending 5 nodes with L He S DT N
Netshielderadicates virus T e TR .




Simulation Technigues

(1) entity dissemination, (2) cascading failures, (3) attacks, and (4) defense

Example: cascading failure simulation on U.S. power grid when 4 substations are attack
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Dissertation Research Mission
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Part Il:Algorithms

Through our survey and development of TIGER, we find that network
robustness has yet to address important issues in cybersecurity

This observation motivated us to study the robustness of authentication
graphs in enterprise networks

D’M Quantify network robustness + mitigate attackswm 2020

A



D°M

Dynamic Defense and Modeling of Adversarial
Movement in Networks

SDM 2020

= Andrew Wicker Joshua Neil
ScottFreitas & Microsoft < Securonix

Georgia Tech

PoloChau .
Georgia Tech == M |Cr050ﬁ:
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Lateral Movement Attack Chain

!:! ng l& ; : : 1. User Machine

5. i
L ¥ NG .\ S AN \
Doemain\Controller

to Admin

to Domain Admin

3. to Network Admin
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Goal

Problem:
A Groundtruth partially uncovered through investigation

A Incident reports are withheld for security and privacy
A Can not store network telemetry for more than 6 months (GDPR)

A Attackers can operate as legitimate users
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S5STSYRSNXRa {2fdziAzy

Goal Develop defense strategies and vulnerability analysis for lateral attack

|dea Simulate lateral attacks on enterprise networks
A Develop realistic lateral attack environment

A Model multiple attack strategies

A Incorporate domain knowledge
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Penetrate Explore Compromise

w
@
JER.

Build authentication graph ~ Contribution 1 Contribution 2

Contribution 3



Authentication Graph and Domain Knowledge

Network activity forms a directed grafih = (V, E)
A V=set of network machines

A E= set of edges representing authentication activity between machines
A CollectV, Eover a period of 30 days

Penetrate Attacker can start on any machine with lowest credential
Explore and exploitMove randomly or using knowledge of network topology
Exfiltrate: Once adversary reaches domain controller, the simulation ends
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Attack Strategies: Uniformed Exploration

Strategy 1:RandomWaliExplore (RWE)
chance attacker selects &

chance attacker selects a cmachine; model randomness
Al FOSNI GAaAGAY IS FGdFrO1TSNI I Aya

37



Quantifying Network Vulnerability

Vulnerabillity: risk of domain controller being compromised by lateral attack

Define as function of 3 components:
1. Network topology

2. Distribution of credentials

3. Attacker penetration point

In practice:
A52yQ0 1y26 UGNHz2S ONBRSYUALFT RA&GN
AS52yQ0 1y26 LISYSUNYGAZY LIRAYID
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Monte-Carlo To The Rescue

A Larger score = more vulnerable network

A f(-) simulatesnetwork attack (1=succes€)=failure)
A Sum over

A Sum ovedifferent credential distributions

A Sum over

IN e o7 N p p IV T ~ N e
U( qQ) ) - Q d’h U( Q
O $8%,

)

(DG O
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ldentifying AtRisk Machines

Utilize network topology + attack path activity

Strategy 1. Random Anomalous Neighbor

Vaccinate neighbors of random anomalous machines w/ weight towards recent activity

Strategy 2AnomalyShield

Vaccinate machines w/ hig (U) and that are neas

(@)
0 W) 0 0
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Experiment Setup

Data from three networks
A 2 Microsoft tenants GG; Los Alamos National Lab data&gf,

|V | 1= ‘ C Avg.Degree
G 100 279 0.028 0.23 5.58
G 2,039 3,863 0.001 0.26 3.78
G.n 14,813 223,399 0.001 0.62 30.16

Network Statistics Fromleft to right: numberof vertices| V|, numberof edges
| H, density” , averageclustering coefficientC, averageout-degreeof nodesin G.
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Quantifying Network Vulnerability

Vulnerability

(higher = more vulnerable)

A Informed strategies lead t0  Graph  Hygiene RE  DE RAND LG, h)  LG)

Avg, Path Length

qguicker attacks h, 19 19 25 773
A | . h . d G, h2 49 39 39 .801 525
mprovmg_ ygiene re uc_:es h, . . 5
vulnerability (h=bad hygiene) Wl 3 36 4
A Networks that are more well € = 63 63 68 005
133 139 139
connected are more vulnerable
to lateral attacks " |22 18] 45
. h2 88 128 90 976
h - - 249

3
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ldentifying AtRisk Machines

general defense

6.

4.

AnomalyShiela@n effective ¢

RandomWalk-Explore

# machines no knowledge
| correctly
identified

(avg)

Rank-Explore

with knowledge

Degree-Explore
with knowledge

S
—

WA

30 (slow) 20 10 (fast)

19 Attack Speed
Gls-%
- . 2
!_arger graphs require . L
Informed defense(G, , Gan) ;| AnomalyShield (AS)
Gy )

2.

G, = 100 nodes(5 = 2k,G,,,= 15k

_Randor malous
== eighbor Defense

(RAND)




Dissertation Research Mission

Address largescale societal problems in cybersecurity and healthcare
throughthe lens of robust machine learning

Part I: Robustness SurveySummarize robustness literature<pe 202wnder review)
Tools TIGERVulnerability and robustness toolbaxkm 2021

Partll: _ .

A|gor|th ms D°M Quantify network robustness + mitigate attacsisv 2020

Part III: MalNet-Graph Largest cybersecurity graph databagerps021
Databases MalNet-lmage Largest cybersecurity image databaseniting toCIKm 2022
Part IV: UnMask ldentify robust features in imagesee Big Data 2020

MOdeIS RESTIdentify robust signals IN health dat@eb conference 2020
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Part |l

In Part |, we focused on pekteach adversarial modeling and mitigation,
In Part |l our goal is to prevent lateral attacks altogether.

However, current databases are either too small or not publicly available.

By creating new largscale databases, we enable the development of hext
generation malware detection models

50



A Large-Scale Database for Graph Representation Learning
NeurlPS Datasets and Benchmarks 2021

ScottFreitas
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MalNet Overview

Available at github.com/safreital/malnet-graph

MalNet is a graph representation learning database with 1.2M
graphs, 696 classes, and 15k nodes & 35k edges per graph

1. Highlightthe importance of scalable graph representation learning techniques
2. Revealhe challenges of working with highly imbalanced graph data
3. Showcasehe effectiveness of simple baselines on raitributed graphs

4. Enablenew research into imbalanced classificatiesplainability and the
Impactof class hardness

NVIDIA.




Why MalNetGraph?

Number of limitations with existing
graph classification databases

1. contain relatively few graphs

2. small graphs, terms nodes and edges

3. limited number of classes

Compared to the popular
REDDIHL2K database, we offer
1. 105x more graphs
2. 44x larger graphs on average
3. 63X more classes

MalNet
17k-nodes-average
Avg # 696 classes
nodes
o REDDIT-5K
he ~REDDIT:5 ®REDDIT-1K 1.2M
graphs
o Github-S
® COLLAB
PROTEINS
ENZYMES e ® o Twitch-E
@ [
*IMDB-B Deezer-E Reddit-T
® |VMDB-M
1M
Number of graphs

@ Cybersecurity @ Computer Vision @ Small Molecule @ Bioinformatic @ Social Network
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Collecting Candidate Graphs

Select Android ecosystem for

1. large market share
2. easy accessibility
3. diversity of malware

Collecting took 1 month and 10TB of storage

1. Collect Android APK files fraAmdroidZoo
2. Select files withhype andfamily labels
3. Collect rawVirusTotakeports for each file

o4



