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Why Robust Machine Learning?

Detect and prevent attacks on
Å critical infrastructure
Å self driving cars
Å enterprise networks

Improve decision making
Å robust to noise
Å identify weak points
Å quantify vulnerability
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Microsoft ATP
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IBM ResearchMicrosoft ATP

Machine learning is transforming the public and private sector.
How do we protect it?
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Part I: Why do we Need Robust Tools?

To democratize knowledge, and equip users to develop robust ML systems

ÅRobustness knowledge is currently scattered across disparate fields

ÅKey data and libraries are in the possession of a few industry labs   
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Robustness Survey
Graph Vulnerability and Robustness: A Survey
TKDE 2021 (under review)
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Survey Highlights

Comprehensively survey and compare 85
high-impact and recent papers in the field 
of graph robustness

Each row is one work, columns are grouped
into one of three categoriesτrobustness 
measures, attacks, and defenses.
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Survey Overview

19



Recap: SurveyContributions

C1.Summary and comparison of 18 robustness measures

C2.Exploration of robustnessmeasure applications

C3.Overview of network attack strategies

C5.Highlight open problems and research directions

C4.Comparison of network defense mechanisms
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TIGER Robustness Toolbox
Evaluating Graph Vulnerability and Robustness using TIGER
CIKM 2021
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TIGER Overview

1. Quantifynetworkvulnerabilityandrobustness

2. Simulatea variety of network attacks, cascading failures and spread of dissemination of entities

3. Augmenta network's structure to resistattacksand recover fromfailure

4. Regulatethe dissemination of entities on a network (e.g., viruses, propaganda)

TIGER is a GPU accelerated Python library and part

of the Nvidia Data Science Teaching Kit

Part of Nvidia Data Science 
Teaching Kit

Available at https://github.com/safreita1/TIGER
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TIGER Contributions

1. First open-source Python toolbox to evaluate graph vulnerability and 
robustness

2. 22 robustness measures with original and fast approximate versions

3. 17 failure andattack mechanisms

4. 15defense techniques (heuristic and optimization-based)

5. 4 network simulation techniques for cascading failures and entity 
dissemination
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Quantifying Robustness

9 graph measures + 
2 approximate versions

Robustness Measure Category

Vertex connectivity Graph

Edge connectivity Graph

Diameter Graph

Average distance Graph

Average inverse distance Graph

Average vertex betweenness Graph

Average edge betweenness Graph

Global clustering coefficient Graph

Largest connected component Graph

Spectral radius Adjacency matrix

Spectral gap Adjacency matrix

Natural connectivity Adjacency matrix

Spectral scaling Adjacency matrix

Generalized robustness index Adjacency matrix

Algebraic connectivity Laplacian matrix

Number of spanning trees Laplacian matrix

Effective resistance Laplacian matrix

5 adjacency matrix measures +
1 approximate version

3 Laplacian matrix measures +
2 approximate versions

22 robustness measures

24



17 Failure and Attack 
Mechanisms

Node Attack on Water Distribution Network

Networks can suffer from natural failures and 
targeted attacks. 

TIGER simulates a node attack (red) on the 
Kentucky KY-2 water distribution network (right)
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15 Defense Techniques
Oregon-1 Autonomous System Network

With defense

No defense

TIGER virus simulation using SIS 
infection model

ÅTop: no defense results in an 
endemic virus

ÅBottom: defending 5 nodes with 
Netshielderadicates virus
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Simulation Techniques
(1) entity dissemination, (2) cascading failures, (3) attacks, and (4) defenses

Example: cascading failure simulation on U.S. power grid when 4 substations are attacked
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Part II: Algorithms

Through our survey and development of TIGER, we find that network 
robustness has yet to address important issues in cybersecurity

This observation motivated us to study the robustness of authentication 
graphs in enterprise networks

29
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D2M
Dynamic Defense and Modeling of Adversarial 
Movement in Networks

SDM 2020

Andrew Wicker

ScottFreitas
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Lateral Movement Attack Chain
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5ŜŦŜƴŘŜǊΩǎ 5ƛƭŜƳƳŀ

Goal: Develop defense strategies and vulnerability analysis for lateral attacks

Problem: Sparse observable data on lateral attacks

Å Ground-truth partially uncovered through investigation

Å Incident reports are withheld for security and privacy

Å Can not store network telemetry for more than 6 months (GDPR)

Å Attackers can operate as legitimate users
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5ŜŦŜƴŘŜǊΩǎ {ƻƭǳǘƛƻƴ

Goal: Develop defense strategies and vulnerability analysis for lateral attacks

Idea: Simulate lateral attacks on enterprise networks

Å Develop realistic lateral attack environment

Å Model multiple attack strategies

Å Incorporate domain knowledge
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5ŜŦŜƴŘŜǊΩǎ {ƻƭǳǘƛƻƴΥ 52M Framework

Build authentication graph Contribution 1

Simulate lateral attack
Contribution 2

Quantify Vulnerability

Contribution 3

Identify at-risk machine
to monitor
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Authentication Graph and Domain Knowledge

Network activity forms a directed graph G = (V, E)

Å V = set of network machines

Å E = set of edges representing authentication activity between machines

Å Collect V, E over a period of 30 days

Penetrate: Attacker can start on any machine with lowest credential

Explore and exploit: Move randomly or using knowledge of network topology

Exfiltrate: Once adversary reaches domain controller, the simulation ends
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Attack Strategies: Uniformed Exploration

Strategy 1: RandomWalk-Explore (RWE)

Å 85%chance attacker uniformlyselects a neighbor

Å 15% chance attacker randomlyselects a c1 machine; model randomness

Å!ŦǘŜǊ ǾƛǎƛǘƛƴƎΣ ŀǘǘŀŎƪŜǊ Ǝŀƛƴǎ ǘƘŜ ƳŀŎƘƛƴŜΩǎ ŎǊŜŘŜƴǘƛŀƭ
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Quantifying Network Vulnerability

Vulnerability: risk of domain controller being compromised by lateral attack

Define as function of 3 components:

1. Network topology

2. Distribution of credentials

3. Attacker penetration point

In practice:

Å5ƻƴΩǘ ƪƴƻǿ ǘǊǳŜ ŎǊŜŘŜƴǘƛŀƭ ŘƛǎǘǊƛōǳǘƛƻƴ

Å5ƻƴΩǘ ƪƴƻǿ ǇŜƴŜǘǊŀǘƛƻƴ Ǉƻƛƴǘ
40



Monte-Carlo To The Rescue

Å Larger score = more vulnerable network

Å f (·) simulatesnetwork attack(1=success,0=failure)

Å Sum over different penetration points

Å Sum over different credential distributions

Å Sum over different hygiene levels
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Identifying At-Risk Machines

Utilize network topology + attack path activity

Strategy 1: Random Anomalous Neighbor

Vaccinate neighbors of random anomalous machines w/ weight towards recent activity

Strategy 2: AnomalyShield

Vaccinate machines w/ high eigenvector centrality (u) and that are near anomalous 
activity (a)
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Experiment Setup

Data from three networks

Å2 Microsoft tenants Gs, Gl; Los Alamos National Lab dataset Glanl

|V | |E| ˊ C Avg.Degree

Gs 100 279 0.028 0.23 5.58

Gl 2,039 3,853 0.001 0.26 3.78

Glanl 14,813 223,399 0.001 0.62 30.16

Network Statistics.Fromleft to right: numberof vertices| V| , number of edges
| E| , density ́ , averageclustering coefficient C, averageout-degreeof nodesin G.
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Quantifying Network Vulnerability

Å Informed strategies lead to 
quicker attacks

Å Improving hygiene reduces 
vulnerability (h1=bad hygiene)

Å Networks that are more well-
connected are more vulnerable 
to lateral attacks
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Identifying At-Risk Machines

AnomalyShieldan effective 
general defense

Larger graphs require 
informed defense (Gl , Glanl)

Gs = 100 nodes, Gl = 2k, Glanl = 15k 48



Dissertation Research Mission

Address large-scale societal problems in cybersecurity and healthcare 
through the lens of robust machine learning

Tools

Algorithms

Databases

Models

Robustness Survey

TIGER

D2M

MalNet-Graph

UnMask

MalNet-Image

REST

Summarize robustness literature
Vulnerability and robustness toolbox

Quantify network robustness + mitigate attacks

Largest cybersecurity graph database

Largest cybersecurity image database

Identify robust features in images

Identify robust signals in health data

SDM 2020

IEEE Big Data 2020

Web Conference 2020

CIKM 2021

TKDE 2021 (under review)

NeurIPS2021

Part I: 

Part II: 

Part III: 

Part IV: 

49

Submitting to CIKM 2022



Part III: Databases

In Part II, we focused on post-breach adversarial modeling and mitigation, 
in Part III our goal is to prevent lateral attacks altogether. 

However, current databases are either too small or not publicly available. 
By creating new large-scale databases, we enable the development of next-
generation malware detection models
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MalNet-Graph
A Large-Scale Database for Graph Representation Learning
NeurIPS Datasets and Benchmarks 2021

YuxiaoDong

ScottFreitas

PoloChau
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Facebook AI
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MalNet Overview

1. Highlight the importance of scalable graph representation learning techniques 

2. Revealthe challenges of working with highly imbalanced graph data 

3. Showcasethe effectiveness of simple baselines on non-attributed graphs

4. Enablenew research into imbalanced classification, explainability, and the 

impact of class hardness

MalNet is a graph representation learning database with 1.2M 

graphs, 696 classes, and 15k nodes & 35k edges per graph

Part of Nvidia Data Science 
Teaching Kit

Available at github.com/safreita1/malnet-graph
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Compared to the popular 
REDDIT-12K database, we offer

Why MalNet-Graph?

Number of limitations with existing 
graph classification databases

1. contain relatively few graphs

2. small graphs, terms nodes and edges

3. limited number of classes

1. 105x more graphs

2. 44x larger graphs on average

3. 63x more classes
53



Collecting Candidate Graphs

Collecting took 1 month and 10TB of storage

Select Android ecosystem for 

1. large market share

2. easy accessibility

3. diversity of malware

1. Collect Android APK files from AndroidZoo

2. Select files with typeand family labels

3. Collect raw VirusTotalreports for each file
54


